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PALOMINAS ELEMENTARY SCHOOL DISTRICT 
Auditor General Performance Audit Report Issued June 2017 

12-Month Follow-Up Report 
 

 

Recommendation  Status/Additional Explanation 

FINDING 1:  District needs to strengthen computer and building access controls 

1. The District should implement and enforce a 
password policy related to password expiration and 
periodically review employees’ user accounts to 
ensure that password changes are in accordance 
with the policy. 

 Implemented at 12 months 

2. The District should limit employees’ access to its 
computerized accounting system to only those 
accounting system functions needed to perform their 
job duties, including transferring the business office 
employees’ administrator-level access to someone 
outside of the business office. 

 Implemented at 12 months 

3. The District should develop and implement a formal 
process to ensure that terminated employees have 
their computer network and systems access promptly 
removed. 

 Implementation in process 
The District recently developed a new procedure and 
checklist to help ensure that employees’ computer 
systems access is removed upon their termination. 
However, auditors reviewed user access reports for the 
District’s computer systems and found active user 
accounts associated with terminated employees. 
Auditors will review this recommendation again at the 
18-month followup to determine whether the District has 
improved implementation of its new procedures. 

4. The District should strengthen controls over its 
process for distributing and tracking building keys, 
including maintaining an up-to-date distribution log 
showing the areas and buildings each key can access 
and ensuring that it assigns keys according to its key 
assignment policy. 

 Implementation in process  
Although the District maintains logs of all keys it
distributes to employees, some employees continue to 
have keys that provide them building access beyond 
what the District’s key assignment policy allows. District 
officials stated that they plan to review the District’s key-
assignment policy and ensure that keys are assigned 
according to the policy. Auditors will review this 
recommendation again at the 18-month followup. 
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Recommendation  Status/Additional Explanation 

FINDING 2:  District should improve controls over transportation program 

1. The District should evaluate and implement additional 
controls over its fuel inventory to help ensure proper 
accounting of all fuel usage, including implementing 
fuel logs for its diesel fuel pump, reconciling all fuel 
logs to fuel purchases, requiring employees to 
document vehicle fueling times and odometer 
readings, and investigating any discrepancies 
identified. 

 Implementation in process 
Since the audit, the District has implemented additional 
controls over its fuel inventory, including maintaining 
logs of all diesel fuel pumped from its tank and requiring 
employees to document vehicle fueling times and 
odometer readings. However, the District is not yet 
investigating any discrepancies between the gallons of 
fuel pumped from its tanks as indicated on fuel logs 
completed by district employees and the gallons 
pumped from its tanks based on the pumps’ meters. 
District officials stated that they plan to begin 
investigating any such discrepancies, including 
reviewing miles per gallon for reasonableness, by the 
next followup. Auditors will review this recommendation 
again at the 18-month followup. 

2. The District should ensure that bus preventative 
maintenance is conducted and documented in a 
systematic and timely manner in accordance with its 
policy and the State’s Minimum Standards. 

 Implementation in process 
The District is in the process of developing a new 
system to document and track its bus preventative 
maintenance. Auditors will review this recommendation 
again at a future followup after the new process has 
been implemented and adequate time has transpired to 
determine whether the District adequately conducts and 
documents systematic and timely bus preventative 
maintenance. 
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