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August 2, 2018 

The Honorable Anthony Kern, Chair 
Joint Legislative Audit Committee 
 
The Honorable Bob Worsley, Vice Chair 
Joint Legislative Audit Committee 

Dear Representative Kern and Senator Worsley: 

Our Office has recently completed an initial followup of the Arizona School Facilities Board 
regarding the implementation status of the 39 audit recommendations (including sub-parts 
of the recommendations) presented in the performance audit report released in September 
2017 (Auditor General Report 17-108). As the attached grid indicates:  

   2 have been implemented;  
   1 legislative recommendation has been implemented; 
 22 are in the process of being implemented;  
 13 have not been implemented; and 
   1 is not yet applicable.  

Our Office will conduct an 18-month followup with the Board on the status of those 
recommendations that have not yet been fully implemented. 

Sincerely, 

Dale Chapman, Director 
Performance Audit Division 

DC:ka 
Attachment 

cc: Paul G. Bakalis, Executive Director 
Arizona School Facilities Board 



Arizona School Facilities Board 
Auditor General Report 17-108 

Initial Follow-Up Report 

Recommendation  Status/Additional Explanation 
 

 
 

Finding 1: Board should establish formal project assessment process to ensure only eli-
gible projects receive monies 

1.1 The Legislature should consider revising A.R.S. §15-
2032 to more clearly specify the eligibility criteria 
school district buildings must meet to be eligible for 
BRG funding, such as whether the school district 
building is open or closed, used for student instruction 
or other purposes, and/or may be needed to meet 
current or future student capacity. 

 Implemented at 6 months 
The Legislature enacted Laws 2018, Ch. 285, to more 
clearly specify the Board’s duties and the eligibility cri-
teria school districts must meet to be eligible for build-
ing renewal grant (BRG) funding. Specifically, 
changes enacted through this law specify that BRG 
monies can be used for major renovations and repairs 
to buildings used for student instruction or other aca-
demic purposes. In addition, this law modified A.R.S. 
§15-2002 to require the Board to develop and imple-
ment policies and procedures that establish a project-
eligibility-assessment process for BRG and Emer-
gency Deficiencies Correction (EDC) Fund projects, 
including establishing standardized criteria for project 
eligibility, and to ensure the Board maintains stand-
ardized documentation of projects submitted for con-
sideration. 

1.2 The Board should work with its Assistant Attorney 
General to revise its BRG Fund policy to more clearly 
specify project eligibility criteria for BRG funding 
based on statutory requirements. The revised policy 
should indicate how a school district’s use or planned 
use of a building will affect its eligibility for receiving 
BRG Fund monies. 

 Implementation in process 
The Board began revising its BRG Fund policy in Jan-
uary 2018, but reported that it needs to make addi-
tional revisions to the policy to reflect statutory 
changes included in Laws 2018, Ch. 285, which made 
further changes to the statutory eligibility criteria (see 
explanation for Recommendation 1.1). The Board dis-
cussed proposed policy revisions during its July 2018 
meeting, and auditors observed that the Board’s As-
sistant Attorney General participated in the discus-
sion. The Board plans to finalize BRG Fund policy re-
visions in August 2018.  

1.3 The Board should develop and implement policies 
and procedures establishing an eligibility assessment 
and award process to help ensure it approves only 
eligible projects. These policies and procedures 
should address the following: 
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a. Identifying the information that needs to be sub-
mitted with project applications to allow the Board 
to assess compliance with all statutory eligibility 
criteria; 

 Implementation in process 
Although the Board has not yet developed and imple-
mented written policies and procedures establishing 
an eligibility assessment and award process, it has 
developed a checklist to help board staff identify the 
eligibility information and documentation that should 
be submitted with project applications. However, the 
checklist does not identify the information that should 
be submitted to demonstrate that a BRG Fund project 
will be completed within 12 months unless similar pro-
jects, on average, take longer to complete, as re-
quired by statute. Board management reported that 
the checklist will eventually be replaced by changes it 
plans to make to its electronic, online project applica-
tions. According to board management, these 
changes will require school districts to submit infor-
mation and documentation related to all statutory eli-
gibility requirements with their project applications. 
Board management estimated that it will complete the 
changes to its project applications by the end of cal-
endar year 2018. 

b. Including guidance to assist school districts in de-
veloping and submitting completed project appli-
cations with all required eligibility information and 
documentation; 

 Implementation in process 
As reported in the explanation for Recommendation 
1.3a, the Board has developed a checklist that identi-
fies the information that school districts should submit 
with their project applications. Board management re-
ported that the Board plans to post this checklist on 
its website for school districts’ use to assist them in 
submitting BRG project applications with all required 
eligibility information and documentation.  

c. Requiring board staff to ensure that all the neces-
sary eligibility information and documentation has 
been submitted. The Board should consider de-
veloping a tool, such as a checklist, to facilitate 
this review; 

 Implementation in process 
As reported in the explanation for Recommendation 
1.3a, the Board has developed a checklist that identi-
fies the information that school districts should submit 
with their project applications. However, the checklist 
does not identify the information that should be sub-
mitted to demonstrate that a BRG Fund project will be 
completed within 12 months unless similar projects, 
on average, take longer to complete, as required by 
statute. Board management reported that they use 
this checklist to help ensure that all necessary eligi-
bility information has been submitted. In addition, the 
Board has developed template emails that staff can 
use to request additional information from school dis-
tricts that submit incomplete applications. 
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d. Including guidance for reviewing and assessing 
compliance with eligibility criteria, such as the re-
quirement for school districts to perform routine 
preventative maintenance and that proposed pro-
jects will address noncompliance with the mini-
mum adequacy guidelines established by the 
Board; 

 Implementation in process 
As reported in the explanation for Recommendation 
1.3a, the Board has not yet developed and imple-
mented written policies and procedures establishing 
an eligibility assessment and award process. How-
ever, board staff reported that board management, li-
aisons, other board staff, and the Board’s Assistant 
Attorney General meet weekly to review project infor-
mation the liaisons have developed before submitting 
proposed projects to the Board for review and ap-
proval. Auditors observed one of these meetings and 
found that supervisors and experienced staff provided 
guidance and oversight to newer staff, that the meet-
ing participants reviewed and assessed project eligi-
bility criteria, including reviewing relevant documen-
tation, and that eligibility criteria appeared to be ap-
plied appropriately and consistently during the meet-
ing. Although board staff do not document the discus-
sions that occur during these meetings, board staff 
use the Board’s electronic, online applications to doc-
ument some information and decisions related to eli-
gibility assessments, such as requests for additional 
information from school districts.  

e. Ensuring that all eligibility criteria is assessed and 
applied appropriately and consistently. The 
Board should consider developing tools, such as 
decision matrices or checklists, to help guide as-
sessments; 

 Implementation in process 
See explanation for Recommendation 1.3d. 

f. Documenting eligibility assessments consistently 
and with sufficient detail to ensure transparency 
and allow for supervisory review; 

 Implementation in process 
See explanation for Recommendation 1.3d. 

g. Requiring a documented assessment of project 
eligibility before the Executive Director approves 
project awards as authorized by board policy, and 
documenting these assessments; 

 Implementation in process 
As reported in the explanation for Recommendation 
1.3a, the Board has not yet developed and imple-
mented written policies and procedures establishing 
an eligibility assessment and award process. How-
ever, the Board’s executive director reported that the 
Board has implemented an informal procedure requir-
ing liaisons to submit project eligibility information to 
the executive director prior to his approval of project 
awards, as authorized by board policy. Auditors re-
viewed one example of a project award the executive 
director approved in June 2018 and found that it fol-
lowed the procedure as described by the executive 
director. 

h. Conducting and documenting supervisory re-
views of project eligibility assessments and rec-
ommendations before providing recommenda-
tions to the Board; and 

 Implementation in process 
See explanation for Recommendation 1.3d. 
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i. Specifying the eligibility and project information 
that should be provided to the Board for each pro-
ject application along with board staff’s recom-
mendation to help ensure that the Board has all 
the information it needs to make consistent and 
appropriate project award decisions. 

 Implementation in process 
Although the Board has not yet developed and imple-
mented written policies and procedures specifying the 
eligibility and project information that should be pro-
vided to the Board for each project application, board 
members and board staff discussed the need for such 
a policy during the July 2018 board meeting and the 
Board plans to take action on this item in the future. 

1.4 The Board should work with its Assistant Attorney 
General to determine if the Board has the statutory 
authorization to allow board staff to deny projects. If 
the Board determines that it has this authority and 
then authorizes its staff to notify school districts that 
their projects do not meet eligibility criteria prior to 
board review and either deny the proposed projects 
or request that school districts withdraw the proposed 
projects, it should develop and implement policies 
and procedures directing this process. These policies 
and procedures should require the following: 

  

a. A documented basis for board staff’s determina-
tion that a project is ineligible; and 

 Implementation in process 
Laws 2018, Ch. 285, §13, prohibits board staff from 
requesting that a school district withdraw a project ap-
plication prior to board review if staff determine that 
the proposed project may be ineligible for funding. 
However, this legislation permits board staff to notify 
a school district in writing that a proposed project 
does not meet the statutory eligibility criteria prior to 
board review. According to board management, 
board staff will notify school districts when their pro-
jects do not meet statutory eligibility requirements us-
ing template emails. 

b. School district notification protocols, including 
procedures for clearly explaining the reasons for 
ineligibility and documenting the notifications. 

 Not Implemented 
See explanation for Recommendation 1.4a. 

1.5 Once the Board has developed the recommended 
policies and procedures, it should train board staff to 
help ensure they are consistently followed. 

 Not yet applicable  
The Board has not yet developed the recommended 
policies and procedures; therefore, this recommenda-
tion is not yet applicable. 

1.6 The Board should work with its Assistant Attorney 
General to ensure that its policies and procedures are 
consistent with the Board’s statutes. 

 Implementation in process 
As reported in the explanation for Recommendation 
1.2, the Board discussed proposed policy revisions 
during its July 2018 meeting, and auditors observed 
that the Board’s Assistant Attorney General partici-
pated in the discussion. The Board plans to finalize 
BRG Fund policy revisions in August 2018.  
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Finding 2: Board should develop processes to help ensure approved projects are com-
pleted successfully 

2.1 The Board should develop and implement written pol-
icies and procedures for assessing school districts’ 
capabilities to ensure the completion of projects. 
These policies and procedures should: 

  

a. Specify the information that school districts must 
submit to allow board staff to assess school dis-
tricts’ capabilities to effectively plan, manage, and 
oversee projects; 

 Not implemented 
The Board has not developed written policies and 
procedures for assessing school districts’ capabilities 
to ensure the completion of projects, and the Board 
did not indicate when it plans to do so. 

b. Include guidance directing board staff on how to 
assess school districts’ capabilities to manage 
and oversee projects. This guidance should re-
quire board staff to consider factors such as the 
type of professional and technical management 
skills needed to accomplish the project, whether 
the school district already employs qualified per-
sonnel with these skills or needs to contract for 
professional and technical assistance, and the 
school district’s ability to carry out the responsi-
bilities of managing the project; 

 Not implemented 
See explanation for Recommendation 2.1a. 

c. Specify the guidance that the Board will provide 
to school districts, such as through its application 
forms, to help ensure that all school districts sub-
mit required personnel resource and scope of 
work information to the Board; and 

 Not implemented 
See explanation for Recommendation 2.1a. 

d. Specify the information that school districts must 
include in proposed scopes of work, including 
project time frames, to provide the Board with the 
information it needs to assess project scopes of 
work and hold school districts accountable for en-
suring the appropriate and timely completion of 
projects. 

 Not implemented 
See explanation for Recommendation 2.1a. 

2.2 The Board should develop and implement written pol-
icies and procedures for overseeing school district 
compliance with project award terms and conditions 
agreements. The policies and procedures should: 

  

a. Establish the oversight activities board staff 
should perform to ensure school district compli-
ance with the project award terms and conditions 
including conducting site visits, periodically re-
viewing status reports, and reviewing change or-
ders. 

 Implementation in process 
The Board has developed a draft policy and proce-
dure that outlines when to review school district com-
pliance with project award terms and conditions. 
However, the draft policy and procedure does not out-
line who should conduct the compliance reviews or 
how they should do so. For example, it does not es-
tablish specific oversight activities that board staff 
should be performing to ensure school district compli-
ance with project award terms and conditions, such 
as conducting site visits and periodically reviewing 
status reports.  



Recommendation  Status/Additional Explanation 
 

Page 6 of 10 

b. Include guidance directing board staff on how to 
carry out the oversight activities established by 
the Board, such as specifying the frequency of 
oversight activities, under what conditions they 
should be performed, and how to document the 
performance of those activities; and 

 Not implemented 
Although the Board has developed a draft policy and 
procedure for reviewing terms and conditions, the 
draft policy and procedure does not include guidance 
to board staff on how to carry out oversight activities 
the Board establishes (see explanation for Recom-
mendation 2.2a).  

c. Establish a supervisory review process, including 
using a checklist, to ensure that board staff are 
consistently and appropriately overseeing school 
district compliance with the project award terms 
and conditions. 

 Not implemented 
The Board has not developed written policies and 
procedures that include a supervisory review process 
to ensure board staff are consistently and appropri-
ately overseeing school district compliance with pro-
ject award terms and conditions. 

Finding 3: Board should improve its information technology database management 

3.1 The Board should continue its efforts to address 
weaknesses related to poor network user account 
management and inadequate password controls. 

 Implementation in process 
As of May 2018, the Arizona Strategic Enterprise 
Technology (ASET) Office manages the Board’s IT 
domain, including its network user accounts and 
password controls, which has helped to address 
some of the weaknesses that auditors identified. Spe-
cifically, the Board’s network user account manage-
ment has account-lockout enabled to limit the number 
of consecutive attempts made to log in to its network, 
and its password controls meet ASET’s length, com-
plexity, frequency of change, and expiration require-
ments. However, the Board has not fully addressed 
all weaknesses related to poor user account manage-
ment. For example, as of May 2018, the Board had a 
user account enabled for a former board employee 
who left board employment in May 2016. 

3.2 The Board should align its IT policies and procedures 
with ASET standards and IT best practices by devel-
oping and implementing policies and procedures for: 

  

a. Limiting the number of consecutive invalid logon 
attempts before an account is locked; 

 Implementation in process 
As reported in the explanation for Recommendation 
3.1, ASET manages the Board’s password controls, 
including limiting the number of consecutive invalid 
logon attempts before an account is locked. However, 
the Board has not yet developed written policies and 
procedures for its password controls. According to 
ASET management, all state agencies are required to 
develop, document, maintain, and update information 
security policies and procedures, regardless of 
whether the agency or a third party, such as ASET, 
manages the agency’s IT domain. 
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b. Requiring a staff member’s user accounts to be 
deleted when he/she leaves board employment; 

 Not implemented 
Board management reported that a member of its 
management team notifies ASET and uses a dismis-
sal checklist—which includes a step to disable com-
puter access—when an individual leaves state em-
ployment. However, as reported in the explanation for 
Recommendation 3.1, as of May 2018, the Board had 
a user account enabled for a former board employee 
who left board employment in May 2016. Further, the 
Board has not yet developed written policies and pro-
cedures requiring a staff member’s user accounts to 
be deleted when he/she leaves board employment. 

c. Conducting periodic, comprehensive reviews of 
all existing employee access accounts to ensure 
that users’ network and system access is needed 
and compatible with job responsibilities; 

 Not implemented 
Board management reported that although it does not 
conduct periodic, comprehensive reviews of all exist-
ing employee access accounts to ensure that users’ 
network and system access is needed and compati-
ble with job responsibilities, and has not developed 
policies or procedures for conducting such a review, 
it plans to do so in the future. 

d. Requiring passwords to be at least eight charac-
ters long, complex, changed every 90 days, and 
to expire after a predetermined amount of time; 
and 

 Implementation in process 
As reported in the explanation for Recommendation 
3.1, ASET manages the Board’s password controls, 
and as a result, board password controls meet 
ASET’s length, complexity, frequency of change, and 
expiration requirements. However, the Board has not 
yet developed written policies or procedures reflect-
ing these requirements. 

e. Requiring that IT system activity logs and other 
agency information be periodically reviewed and 
analyzed for inappropriate use. 

 Implementation in process 
As reported in the explanation for Recommendation 
3.1, ASET manages the Board’s IT domain. Accord-
ing to the Board’s undated draft system security audit 
policy, ASET shall review and analyze agency infor-
mation system audit records periodically for indica-
tions of inappropriate or unusual activity and report 
findings to the appropriate board staff. ASET has re-
ported some security events to board staff. However, 
the Board has not yet developed and implemented 
written policies or procedures outlining this process. 
For example, the Board has not specified the types of 
activities ASET should monitor and report to it or out-
lined time frames for doing so, and it has not estab-
lished procedures that board staff should follow when 
ASET reports unusual activity to the Board. 
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3.3 The Board should develop and implement a disaster 
recovery and contingency plan. The plan should ad-
dress how the Board will recover its database and 
maintain essential mission and business functions if 
a disruption or failure occurred. Additionally, the plan 
should require board data to be backed up periodi-
cally using a board-defined cycle that is based on the 
criticality of its business processes. Further, the 
Board should periodically test and update its disaster 
recovery and contingency plan as needed and should 
validate the integrity of the backup data. 

 Implementation in process 
Board management reported that the Board is in the 
process of developing a Continuity of Operations Plan 
that will address the Board’s response to emergen-
cies and extended disruptions of service, such as in 
the event of an IT system failure. However, the draft 
plan does not address how the Board will recover its 
database and maintain essential mission and busi-
ness functions if a disruption or failure occurred, does 
not define the Board’s processes for periodically 
backing up data and periodically testing and updating 
this plan, and does not include how the Board will 
work with ASET in the event of an emergency or dis-
ruption. Board staff reported that it anticipates com-
pleting this plan by December 2018. 

3.4 To help ensure all future IT systems are developed 
and maintained in line with IT standards and best 
practices, the Board should develop and implement a 
formal SDLC methodology. This methodology should 
outline the phases involved in an information system 
development project from the initiation phase through 
the system’s sunset. 

 Not Implemented 
The Board has not developed or implemented a for-
mal SDLC methodology but reported that it plans to 
do so by September 2019. 

Sunset Factor #2: The extent to which the Board has met its statutory objective and pur-
pose and the efficiency with which it has operated 

1. Continue to take steps to determine how it will meet 
its statutory requirements to conduct school building 
inspections, develop and implement policies and pro-
cedures for conducting and documenting inspections 
of school districts, and train staff accordingly. 

 Implementation in process 
The Board reported that it has taken steps to deter-
mine how it will meet its statutory requirements to 
conduct school building inspections, including work-
ing with the Arizona Governor’s Office to develop a 
strategy. For example, the Board requested the au-
thority to use some of its fiscal year 2019 BRG Fund 
appropriation to hire private contractors to conduct 
routine school building inspections, inventory school 
building systems’ age and performance characteris-
tics, and enter data on these systems into a database. 
However, the Legislature did not approve this request 
as part of the Board’s fiscal year 2019 budget. 

2. Follow its policy for prioritizing BRG Fund requests 
according to statute and develop and implement a 
procedure for doing so. 

 Not Implemented 
As reported in the explanation for Recommendation 
1.2, the Board has proposed changes to its BRG 
Fund policy and plans to finalize policy revisions in 
August 2018. However, the Board did not provide au-
ditors with documentation showing that the Board fol-
lows existing statutory and policy requirements for pri-
oritizing BRG Fund requests. In addition, Laws 2018, 
Ch. 285, §16, changed the statutory requirements for 
prioritizing BRG Fund requests and requires the 
Board to adopt policies and procedures to designate 
and prioritize critical projects over noncritical projects. 
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3. Develop and implement policies and procedures for 
ensuring the accuracy and completeness of building 
inventory information in its database. The policies 
and procedures should require that the Board: 

  

a. Send an annual notice to school districts remind-
ing them of their statutory responsibility to submit 
updated facility information. Further, the Board 
should formalize in its policies and procedures its 
current practice of requiring school districts to 
submit updated facility information to the Board 
prior to receiving any BRG Fund monies; and 

 Implementation in process 
The Board has developed a draft procedure that re-
quires board staff to send an annual email to school 
districts reminding them of their statutory responsibil-
ity to submit updated facility information. In addition, 
the draft procedure states that the Board may require 
school districts to submit updated facility information 
prior to receiving BRG Fund monies. According to 
board staff, it will implement this procedure in Sep-
tember 2018. 

b. Reflect unapproved building changes in its data-
base. For example, when the Board becomes 
aware that a school district has made an unap-
proved change to its buildings, the Board should 
reflect the change in its database to ensure that it 
accurately reflects the school district’s facility in-
ventory, but also indicate it as an unapproved 
change. 

 Implementation in process 
The Board has developed a draft procedure requiring 
board staff to reflect unapproved changes to school 
districts’ buildings in its school inventory database 
and provided one example of an update it has made 
to its database. According to board staff, it will imple-
ment this procedure in September 2018. 

4. Modify its database to allow staff to accurately clas-
sify the status of individual buildings, such as whether 
school buildings are open or closed; and develop and 
implement a procedure to ensure that board staff ac-
curately classify the status of individual school district 
buildings in the database. 

 Not Implemented 
Although the Board’s database allows staff to classify 
the status of individual buildings that are leased to 
other entities, Board management indicated that the 
Board has not modified its database to allow staff to 
classify individual buildings as open or closed be-
cause it believes this level of detail is not necessary. 
However, as reported in the explanation for Recom-
mendation 1.1, statutory changes enacted through 
Laws 2018, Ch. 285, specify that BRG monies can be 
used for major renovations and repairs to buildings 
used for student instruction or other academic pur-
poses 

5. Update its records retention schedule to include its 
current programs and records. 

 Implementation in process 
Board staff met in March 2018 to discuss updates to 
the Board’s existing records retention schedule, but 
these updates are not yet finalized and posted to the 
Arizona State Library, Archives, and Public Records 
website. 
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Sunset Factor #3: The extent to which the Board serves the entire State rather than spe-
cific interests 

6. Develop and implement a process for helping to en-
sure school districts are aware of the services that the 
Board provides and monies that are available for fa-
cility construction, renovation, and repair projects. 
This process should specify the type and frequency 
of communications with school district officials and in-
clude developing and maintaining an updated list of 
responsible school district officials. 

 Not Implemented 
The Board has not taken action to develop and imple-
ment a process for helping to ensure school districts 
are aware of the services that the Board provides and 
the monies that are available for facility construction, 
renovation, and repair projects. Laws 2018, Ch. 285, 
§13, requires the Board to develop and implement 
policies and procedures to ensure it notifies school 
districts uniformly of services and available funding, 
and specifies that the policies and procedures must 
require the Board to provide at least one communica-
tion to the districts annually. As of July 2018, board 
management reported that the Board is developing a 
communications plan that it plans to post on its web-
site in September 2018. 

Sunset Factor #5: The extent to which the Board has encouraged input from the public 
before adopting its rules and the extent to which it has informed the 
public as to its actions and their expected impact on the public 

7. Ensure that board meeting minutes are available 
within 3 business days of each board meeting to com-
ply with the State’s open meeting law. 

 Implemented at 6 months 

8. Notify its website users of potential inaccuracies in 
the school building inventory database information 
that is available on its website. 

 Implemented at 6 months 

  


