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August 29, 2017 

The Honorable Bob Worsley, Chair 
Joint Legislative Audit Committee 
 
The Honorable Anthony Kern, Vice Chair 
Joint Legislative Audit Committee 

Dear Senator Worsley and Representative Kern: 

Our Office has recently completed an initial followup of the Arizona Department of 
Education—Empowerment Scholarship Accounts Program regarding the implementation 
status of the 16 audit recommendations (including sub-parts of the recommendations) 
presented in the performance audit report released in June 2016 (Auditor General Report 
No. 16-107). As the attached grid indicates: 

   1 has been implemented; 
   1 legislative recommendation has been implemented in a different manner; 
 12 are in the process of being implemented; 
   1 has not been implemented; and 
   1 is not yet applicable. 

Our Office will conduct a 24-month followup with the Arizona Department of Education on 
the status of those recommendations that have not yet been fully implemented.  

Sincerely, 

Dale Chapman, Director 
Performance Audit Division 

DC:ka 
Attachment 

cc: The Honorable Diane Douglas, State Superintendent of Public Instruction 
Arizona Department of Education 

 



Arizona Department of Education—Empowerment  
Scholarship Accounts Program 
Auditor General Report No. 16-107 

Initial Follow-Up Report 

Recommendation  Status/Additional Explanation 
 

 
 

Finding 1: Department should strengthen oversight of program spending 

1.1 The Department should continue to develop and im-
plement a risk-based approach for prioritizing its 
spending reviews, including associated policies and 
procedures, by establishing standard criteria or fac-
tors for assessing the risk of misspending for program 
scholarship bank accounts and expenditures, using 
the established risk assessment criteria or factors to 
assess misspending risk, and developing and imple-
menting time frames for reviewing high-risk and other 
program scholarship bank accounts and expendi-
tures based on their priority. 

 Implementation in process 
The Department has continued its efforts to develop 
and implement a risk-based approach for prioritizing 
its spending reviews. Specifically, the Department 
has developed a draft procedure for assigning a risk 
score to each program scholarship bank account 
(bank account) transaction based on factors such as 
the item purchased, dollar amount, and merchant 
type. For example, the Department classifies pur-
chases of school uniforms that exceed $800 as high-
risk transactions whereas it classifies payments for 
private school tuition as low-risk transactions. The 
Department then totals the transaction risk scores for 
each bank account and, based on this total, classifies 
each bank account as high, medium, or low risk. The 
Department has also developed a draft procedure 
that requires department staff to review spending for 
high- and medium-risk program scholarship bank ac-
counts quarterly, and review low-risk program schol-
arship bank accounts’ spending annually.  
 
However, the Department indicated that it is still in the 
process of completing its draft policies and proce-
dures for its risk-based approach. Additionally, the 
Department’s draft policies and procedures do not 
specify time frames for completing the quarterly 
spending reviews. Finally, the Department’s proce-
dure for classifying transaction risk uses information 
reported by parents on quarterly expenditure reports 
but does not use any bank data. As a result, the De-
partment’s risk classification procedure does not in-
clude important information that may indicate risk of 
misspending, such as attempts to withdraw cash from 
program scholarship bank accounts and denied 
transactions at unapproved merchants. The Depart-
ment estimated that it will implement the policies and 
procedures for its risk-based approach to prioritize its 
spending reviews early in calendar year 2018. 
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1.2 The Department should complete and implement its 
draft policies and procedures for conducting spend-
ing reviews, and incorporate policies and procedures 
for using the bank’s electronic, online system func-
tionality to more frequently and systematically moni-
tor program spending. These policies and procedures 
should provide guidance for generating and review-
ing various types of transaction reports to identify 
misspending or attempted misspending, including at-
tempted cash withdrawals; and time frames for how 
frequently department staff should create and review 
these reports. 

 Implementation in process 
The Department has not yet incorporated policies and 
procedures for using the bank’s electronic, online sys-
tem functionality to more frequently and systemati-
cally monitor program spending into its draft policies 
and procedures for conducting spending reviews. 
Specifically, the Department’s draft policies and pro-
cedures do not provide guidance to department staff 
on how to generate and review various types of trans-
action reports to identify misspending or attempted 
misspending, nor do they include time frames for how 
frequently department staff should create and review 
these reports. However, the Department reported that 
it is working with its Information Technology division 
to incorporate all program scholarship bank account 
transaction data into the Program’s database, which 
would allow program staff to monitor program spend-
ing and to identify misspending or attempted mis-
spending. The Department further reported that once 
it has incorporated program scholarship bank account 
transaction data into the Program’s database, it will 
no longer need the bank’s electronic, online system 
to monitor program spending. The Department did not 
provide an estimated date for when it will complete 
this effort or when its policies and procedures for con-
ducting spending reviews will be implemented. 

1.3 The Department should provide all appropriate de-
partment staff with access to the bank’s electronic, 
online system, work with the bank to provide training 
for appropriate department staff on how to generate 
and use the various transaction reports, and work 
with its Information Technology division to develop a 
procedure for staff to input the various transaction re-
ports into a spreadsheet or the Program’s database 
for review and analysis. 

 Implementation in process 
The Department has identified department staff who 
should have access to the bank’s electronic, online 
system and provided them with access to the system. 
However, it has not yet provided training for these 
staff on how to generate and use the various transac-
tion reports. Additionally, the Department indicated 
that it is in the process of working with its Information 
Technology division to incorporate all program schol-
arship bank account transaction data into the Pro-
gram’s database to monitor program spending rather 
than using transaction reports from the bank’s elec-
tronic, online system (see explanation for Recom-
mendation 1.2).  

1.4 The Department should develop and implement poli-
cies and procedures that require its staff to review 
public school enrollment data before each quarterly 
distribution of program monies, and work with its In-
formation Technology division to determine if it can 
automate the review of public school enrollment data 
for children in the Program. 

 Implementation in process 
The Department has developed and implemented 
policies and procedures that require its staff to review 
public school enrollment data for children enrolled in 
the Program before the first quarterly distribution of 
program monies to a child’s bank account in a fiscal 
year. In addition, the Department reported that it is in 
the process of working with its Information Technol-
ogy division to determine if it can automate the review 
of public school enrollment data for children in the 
Program. However, the Department’s policies and 
procedures do not require staff to review public 
school enrollment data before each additional quar-
terly distribution of program monies in a fiscal year.  
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1.5 The Department should implement fraud reporting 
mechanisms such as a fraud reporting hotline, a ded-
icated email address for reporting fraud, or a fraud 
reporting mechanism on the Department’s website. 

 Implemented at 12 months 

1.6 The Department should complete and implement its 
draft enforcement policies and procedures, and incor-
porate guidance and instructions for determining 
when to remove parents from the Program for re-
peated attempts to misspend, such as attempts to 
withdraw cash from a program scholarship bank ac-
count; completing investigations of suspected mis-
spending and fraud; and determining when to refer 
parents to the Attorney General’s Office for fraud in-
vestigations or collections. 

 Implementation in process 
Although the Department has not yet completed and 
implemented its draft enforcement policies and pro-
cedures, it has developed a draft policy requiring de-
partment staff to refer parents who have misspent to 
the Attorney General’s Office for collections if they do 
not pay back misspent monies within 10 days of being 
notified of the misspending. However, the Depart-
ment’s draft enforcement policies and procedures do 
not include guidance or instruction for when to re-
move parents from the Program for repeated at-
tempts to misspend, such as multiple attempts to 
withdraw cash, completing investigations of sus-
pected misspending and fraud, or determining when 
to refer parents to the Attorney General’s Office for 
fraud investigations. The Department did not provide 
an estimated date when it will complete and imple-
ment its draft enforcement policies and procedures. 

1.7 The Department should continue with the implemen-
tation of its supervisory review and approval process, 
including developing and implementing associated 
policies and procedures, and develop and implement 
policies and procedures that require supervisory re-
view of department staff’s determinations that a par-
ent’s program spending was appropriate. 

 Implementation in process 
The Department reported that it is working with its In-
formation Technology division to develop a supervi-
sory review and approval process for department 
staff’s determinations that a parent’s program spend-
ing was appropriate. Although the Department did not 
provide any documentation of these efforts, it esti-
mated that it will complete implementation of its su-
pervisory review process by the third quarter of cal-
endar year 2018. 

1.8 The Department should complete and implement pol-
icies and procedures for the proper handling of repaid 
monies, including requirements that two employees 
be present when opening mail that may contain pay-
ments, that checks are restrictively endorsed upon re-
ceipt, and other steps to help ensure that no one per-
son has control over multiple aspects of the repay-
ment process. 

 Implementation in process 
The Department has developed draft policies and 
procedures requiring that two employees be present 
when opening mail, that the employees log the mail 
that is received, and that checks be restrictively en-
dorsed upon receipt. However, the Department did 
not provide an estimated date when it will complete 
and implement these policies and procedures. 
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1.9 The Department should continue to work with the 
bank and the Treasurer’s Office to help prevent par-
ents from circumventing program debit card controls, 
and to suspend the program debit cards of parents 
who attempt to withdraw cash from a program schol-
arship bank account. 

 Implementation in process 
The Department has worked with the bank and the 
Treasurer’s Office to help prevent parents from cir-
cumventing program debit card controls and reported 
that the bank has removed parents’ ability to circum-
vent program debit card controls. However, auditors’ 
review of program scholarship bank account transac-
tion data for July 2016 through May 2017 found more 
than 300 approved purchases totaling approximately 
$41,000 with Merchant Classification Codes that the 
Department has not approved. The Department did 
not provide an explanation for why these purchases 
were approved.  
 
In addition, the Department has developed a draft pol-
icy that requires department staff to send a warning 
letter to a parent after a first attempt to misspend and 
to suspend the parent’s program debit card after a 
second attempt to misspend. The Department esti-
mated that it will complete and implement this policy 
early in calendar year 2018. In addition, auditors’ re-
view of program scholarship bank account transac-
tion data for July 2016 through May 2017 identified 41 
parents who attempted to withdraw cash, including 
one parent who repeatedly attempted to withdraw 
cash. The Department did not provide documentation 
that it sent warning letters to any of the 41 parents 
who attempted to withdraw cash or that it had sus-
pended the debit card of the parent who attempted to 
withdraw cash multiple times, as required by its pol-
icy. 

1.10 Once the Department completes and implements its 
policies and procedures in the areas recommended, 
it should provide training to all department staff re-
sponsible for implementing the policies and proce-
dures. Additionally, the Department should ensure 
that any changes to policies and procedures are re-
flected in the program agreement and the parent 
handbook, as applicable, and it should take steps to 
notify parents of any changes to policies or proce-
dures that are relevant to their participation in the Pro-
gram. 

 Not yet applicable 
The Department has not yet completed and imple-
mented its policies and procedures in the areas rec-
ommended and, as a result, it cannot yet take these 
recommended steps. 
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1.11 The Legislature should consider establishing a work 
group to study and propose options for addressing 
purchases made using PayPal or Square, determin-
ing whether parents should be able to benefit finan-
cially from program monies, and identifying children 
who are enrolled in the Program, but also receive 
STO scholarships. Work group members should in-
clude appropriate stakeholders, such as legislators, 
parents with children enrolled in the Program, and 
representatives from the Department, the Treasurer’s 
Office, and other stakeholder groups. 

 Implemented in a different manner at 12 months 
The Legislature enacted Laws 2017, Ch. 139, estab-
lishing an ESA Review Council that is required to 
make recommendations to the Department regarding 
the administration of the Program, recommend to the 
Legislature changes to laws regarding the Program, 
review and approve any changes to the program pol-
icy handbook, and submit an annual report regarding 
its activities and recommendations to the Legislature. 
The ESA Review Council could review the issues 
identified in this recommendation. The ESA Review 
Council includes parents of children who currently re-
ceive empowerment scholarship accounts and who 
have been enrolled in an empowerment scholarship 
account for at least 2 years, the chairpersons of the 
education committees of the senate and the house of 
representatives, and the Superintendent of Public In-
struction or the superintendent’s designee.  
 
In addition, Laws 2017, Ch. 139, authorized the De-
partment to request that a private school provide con-
firmation that a child enrolled in the Program who at-
tends the school did not receive an STO scholarship 
while enrolled in the Program. 
 
However, as of August 2017, enactment of Laws 
2017, Ch. 139, was suspended because of a petition 
filed with the Arizona Secretary of State to send the 
law to a referendum in the November 2018 general 
election. 

Finding 2: Department should continue its efforts to improve its eligibility determination 
process, appropriately safeguard sensitive information, and better manage 
program information 

2.1 The Department should complete its development 
and implementation of policies and procedures for its 
eligibility determination process and safeguarding 
sensitive and personally identifiable information, ex-
pand them where needed to fully address the issues 
identified in this finding, and provide training to appro-
priate staff on the policies and procedures. These pol-
icies and procedures should also: 

 Implementation in process 
The Department has continued developing and imple-
menting policies and procedures for the eligibility de-
termination process and safeguarding sensitive and 
personally identifiable information. However, it has 
not yet completed these policies and procedures and 
therefore cannot yet provide training for staff on the 
policies and procedures. The Department did not pro-
vide an estimated date for when it will finish develop-
ing and implementing these policies and provide staff 
training. 

a. Incorporate guidance for when and how depart-
ment staff should verify children’s disability quali-
fications and to help staff identify which school 
should be used to determine the program award 
amount; and 

 Not implemented 
The Department has not yet developed and imple-
mented policies and procedures that incorporate 
guidance for when and how department staff should 
verify children’s disability qualifications and to help 
staff identify which school to use to determine the pro-
gram award amount.  



Recommendation  Status/Additional Explanation 
 

Page 6 of 6 

b. Limit physical and electronic access to sensitive 
and personally identifiable information to only au-
thorized personnel, require the secure storage of 
this information, and require the prompt termina-
tion of former department staff credentials. 

 Implementation in process 
The Department has developed a draft policy requir-
ing termination of former department staff credentials 
with access to sensitive bank information on the em-
ployee’s last day of physical employment at the De-
partment. However, the Department did not provide 
an estimated date when it will complete and imple-
ment this policy. In addition, as of July 5, 2017, a for-
mer department employee had electronic access to 
parents’ program scholarship bank account infor-
mation several months after leaving employment with 
the Department.1 Although the Department indicated 
it had requested that the Arizona Office of the State 
Treasurer terminate the former employee’s access to 
sensitive bank information, it did not provide docu-
mentation demonstrating that request. Further, the 
Department has not yet developed written policies 
and procedures to limit physical access to sensitive 
and personally identifiable information or requiring the 
secure storage of this information, but it reported that 
it has secured all physical files in cabinets with keyed 
entry and has provided program staff with document 
shredders for destroying documents containing sen-
sitive information.  

2.2 The Department should complete the expansion of its 
new IT system to include the previously mentioned 
functionalities (see pages 34 and 35), and complete 
and implement its draft policies and procedures for 
using the new system. These policies and procedures 
should incorporate guidance and instruction for enter-
ing program data into the new IT system in a standard 
and accurate way; using information provided by the 
bank, such as program scholarship bank account 
statements, for recording spending information in ad-
dition to using parents’ self-reported expense reports; 
accurately entering historical program data into the 
new IT system; and providing supervisory oversight 
to check and maintain data accuracy and complete-
ness. 

 Implementation in process 
The Department has expanded its new IT system to 
allow parents to submit expense reports through an 
electronic, online portal on the Department’s website 
and to enable department staff and supervisors to re-
view expense reports electronically. However, it has 
not yet expanded the system to store all historical and 
future program data or to generate program reports. 
Additionally, the Department has neither completed 
nor implemented its draft policies and procedures, 
and its draft policies and procedures do not incorpo-
rate the recommended guidance and instruction. The 
Department reported that it has been working with its 
Information Technology division to expand its new IT 
system to include program scholarship account trans-
action data, but it did not provide an estimated date 
when it will complete the expansion or develop and 
implement the associated policies and procedures. 

2.3 The Department should complete and implement a 
records retention schedule and policy for the Pro-
gram, and incorporate guidance for retaining elec-
tronic records of all applicants, including those whose 
eligibility is denied and those whose program schol-
arship bank accounts are closed or terminated. 

 Implementation in process 
The Department has developed a draft policy outlin-
ing a records retention schedule for the Program, but 
it has not yet implemented the policy. The Depart-
ment estimated it will implement this policy in late cal-
endar year 2017. 

  

                                                      
1 Auditors confirmed that the Arizona Office of the State Treasurer subsequently terminated the former employee’s access at the Department’s 

request by July 24, 2017. 


