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November 2, 1995

Members of the Arizona Legislature
The Honorable Fife Symington

Mr. Rudy Serino, Director
Arizona Department of Administration

Transmitted herewith is a report of the Auditor General, A Performance Audit of
the Department of Administration, Information Services Division. This report is in
response to a May 5, 1993, resolution of the Joint Legislative Audit Committee. The
performance audit was conducted as part of the sunset review set forth in A.R.S.
§§41-2951 through 41-2957.

This report is the fifth in a series of reports to be issued on the Department of
Administration. The report addresses the need for greater statewide oversight over
the State's information technology resources and the need for the Information
Services Division (ISD) to better adapt its computing services to its customers'
modern computing needs. Specifically, we recommend that the State establish a
Chief Information Officer, separate and apart from the Department of
Administration, to effectively guide statewide information technology in accordance
with the State's overall strategic direction. Additionally, we recommend that the
State look toward a more integrated approach to funding information technology
to focus financing efforts on statewide priorities, benefits, and long-term costs.
Finally, we recommend that regardless of any changes to its statewide planning
duties, ISD improve the direct services it provides to agencies by focusing its
service provision on newer, distributive technology. This will require that ISD
address its current overreliance on mainframe revenues to fund its operations as
well as improving its business planning and customer service.
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My staff and I will be pleased to discuss or clarify items in the report.
This report will be released to the public on November 3, 1995
Sincerely,

Reasaller R Nolor

Douglhs R. Norton
Auditor General
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SUMMARY

The Office of the Auditor General has conducted a performance audit of the Department
of Administration (DOA), Information Services Division, pursuant to a May 5, 1993, reso-
lution of the Joint Legislative Audit Committee. This audit represents the last of six audits
scheduled for the Department and was conducted as part of the sunset review set forth in
Arizona Revised Statutes (A.R.S.) §§41-2951 through 41-2957.

Information Technology Important

Today’s information systems are transforming the way organizations do business. Whereas
automation equipment of the past offered greater efficiency for routine tasks, modern
technology is: 1) decentralizing data processing to allow a wider variety of workers to
adapt and use information, 2) increasing organizations’ ability to rapidly move informa-
tion over large geographic areas, and 3) increasing organizations” ability to share infor-
mation from a common source. By deploying the correct resources in a well-coordinated
manner, organizations are enhancing their decision-making abilities and crossing geo-
graphic areas and organizational divisions. As a result, current technology offers govern-
ment agencies unprecedented opportunities to provide higher quality services faster and
at a lower cost.

The State Needs a Chief
Information Officer
(See pages 5 through 15)

Despite spending nearly $200 million annually on information resources, Arizona has no
central authority to provide guidance toward the State’s overall strategic direction for
acquiring, implementing, and utilizing information technology. Although DOA is statu-
torily mandated to coordinate the State’s “utilization of automation equipment, techniques
and personnel,” the Department’s placement of this responsibility within its Information
Services Division (ISD) provides insufficient authority to effectively solicit the high-level
input and support needed to achieve this mandate. Moreover, this oversight role often
conflicts with ISD’s service provision role as it is primarily focused on meeting the needs
of individual agencies, rather than coordinating information technology resources from a
statewide perspective. This ineffective structure has been previously recognized by the
Auditor General, the Joint Legislative Budget Committee (JLBC) staff, Project SLIM, and
a private consulting firm. Each has pointed out the need for a high-level position that is
focused on statewide information resource management. By contrast, states that manage



information technology well use a chief information officer (CIO) to direct their technol-
ogy resources separately from the provision of such services.

Without central, strategic direction, Arizona is prone to mismanaged information tech-
nology resources. Specifically, the planning and financing for technology projects is fo-
cused on agency rather than statewide needs, and evaluation and oversight for such projects
is often insufficient. As a result, projects can exceed their originally projected costs, while
at the same time taking the risk of not achieving their intended purpose. Moreover, mil-
lions of dollars are wasted annually through the purchase of duplicated, underutilized,
and overly expensive resources. For example, a 1992 Project SLIM study revealed that the
State could have saved between $640,000 and $1.6 million annually had its six separate
data centers (operated by different agencies) purchased the same basic software as a single
entity.

Similar to other states, Arizona needs to establish a strong CIO position, removed from
the DOA, that can effectively guide statewide information technology in accordance with
the State’s overall strategic direction. Specifically, the CIO would lead an information
technology agency responsible for advocating strategic technology implementation and
developing uniform policies, procedures, and standards for technology project planning
and implementation. The position would also review and approve agency information
technology plans and major projects. ISD’s role would then be focused primarily on ser-
vice provision (as discussed in Finding III, pages 23 through 30).

Arizona Should Change Its
Process for Funding Technology
(See pages 17 through 21)

The State needs to focus its technology financing efforts on statewide priorities, benefits,
and long-term costs. Currently, there is minimal central oversight of information technol-
ogy funding. Specifically, funding is not tied to information technology planning as ISD
has little interaction with either of the State’s budget agencies concerning major techno-
logical issues. Therefore, agencies, for the most part, are able to obtain technology fund-
ing using their own appropriated or otherwise dedicated funding with only immediate,
agency-specific benefits in mind. As a result, technology purchases are prone to duplica-
tion and cost inefficiencies. Moreover, the current method for funding technology projects
provides little consideration of the long-term costs associated with the upkeep and even-
tual replacement of these systems.

To support statewide information technology coordination, Arizona’s information tech-
nology planning and funding should be integrated. This would require the State’s CIO to
provide the State’s budget offices with reviews and recommendations regarding state
agencies” information technology funding requests prior to budget office approval. These
reviews could be enhanced by establishing standardized criteria for evaluating agencies’
plans and projects, focusing on major projects, and funding information technology projects
by phases. In addition, Arizona should consider changing the mechanism by which the

ii



State funds information technology. For example, pooling the State’s resources would
allow the State the opportunity to facilitate central coordination of statewide priorities for
technology. The State could also offer financial incentives to encourage agencies to achieve
measurable savings, costavoidance, and increased productivity in their technology projects.
Additionally, the State could dedicate funding to be set aside for future reinvestment in
technology assets.

ISD Fails to Adapt to the Modern
Computing Needs of Its Customers
(See pages 23 through 30)

Regardless of changes made in its statewide planning duties, ISD needs to improve the
direct services it provides to agencies. Specifically, ISD needs to focus its service provi-
sion on newer, distributive technology that allows for greater computing flexibility and
allows users to customize processes at their desktops. While ISD has made limited efforts
to provide these newer services to its customers, its endeavors have been poorly received.
A survey of ISD services’ major users revealed that agency technology managers had
concerns regarding the quality, value, and timeliness of the services. For example, 11 of
the 16 managers who use the statewide data communication system complained of poor
service quality and downtime.

ISD has not shifted to the newer distributive technologies, which deploy networks of
personal computers, primarily because it has an economic incentive to continue with cen-
tral information processing, which deploys mainframe technology. A sizable portion of
its operating revenues are derived from mainframe-based services. For example, ISD gen-
erated over $8.6 million from its largest mainframe computer processing service, while
the cost to provide this service was approximately $5 million. Meanwhile, mainframe
revenues are used to subsidize the costs to provide newer services that are charged out to
customers at artificially low rates. As a result, in fiscal year 1993-94, one agency paid
approximately $1.8 million more than the cost of the services it received. Other factors
that have hindered ISD’s efforts to successfully move toward newer technology services
include inadequate business planning and lack of a coordinated customer service struc-
ture.

ISD must enhance its role as a service provider by offering competitive services and im-
proving its capacity to develop contemporary, marketable services. As other states and
local governmental agencies and businesses have done, ISD needs to reexamine its ser-
vice provision to determine which services are economically viable and which can be
effectively outsourced. In addition, to ensure that it meets the computing needs of its
customers, ISD also needs to combine its planning efforts with an improved customer
service structure to effectively utilize customer feedback.
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INTRODUCTION AND BACKGROUND

The Office of the Auditor General has conducted a performance audit of the Department
of Administration (DOA), Information Services Division, pursuant to a May 5, 1993, reso-
lution of the Joint Legislative Audit Committee. This audit represents the last of six audits
scheduled for the Department and was conducted as part of the sunset review set forth in
A.R.S. §§41-2951 through 41-2957.

DOA Mandated to Coordinate
and Provide Information
Technology Resources

In 1972, the Legislature statutorily charged DOA with statewide coordination of technol-
ogy resources and the provision of information technology services to state agencies by
enacting A.R.S. §41-712. According to the statute, “DOA shall provide for an efficient and
coordinated utilization of automation equipment, techniques and personnel to achieve
optimum effectiveness, economy and productivity.” Moreover, the statute mandates DOA
to “develop, implement and maintain a coordinated statewide plan for automation and
data communication systems, including the establishment of operations centers.”

DOA attempts to meet this mandate through its Information Services Division (ISD). For
example, ISD tries to monitor the State’s acquisition of resources by reviewing and ap-
proving agency purchases. In addition, it attempts to coordinate statewide resources by
collecting information from agencies regarding their current and planned use of technol-
ogy. However, ISD has had limited success in controlling the State’s technology resources,
as many agencies circumvent its efforts to coordinate statewide resources.

Organization and Staffing

Under the direction of an Assistant Director, with approximately 265 Full-Time Equiva-
lent staff (FTEs), ISD provides three general services: computer services, telecommunica-
tions services, and statewide information technology planning and development.

B Computer services — Approximately 138 FTEs are responsible for operating the DOA
Data Center, which provides technical support and data processing and storage for 60
state agencies. Specifically, technical specialists provide support in the operation of
computers, communication systems between computers, and the application of com-
puter programs.



B Telecommunications services — Approximately 52 FIEs provide 94 agencies with
telecommunications services involving both voice and data transmissions. Specifically,
the Division provides voice communication services by essentially operating as a tele-
phone company for state agencies. Through its data communications services, ISD
connects agencies” data communications devices together into systems referred to as
networks. The Division also provides technical support for some of these networks.

B Technology planning and development — Approximately 75 FTEs support agen-
cies’ technology needs and develop computer program applications for agencies’ use.
For example, ISD account executives serve as points of contact for agency support and
to help agencies develop automation plans, system designs, and technology-related
cost estimates. Additionally, ISD’s application development personnel set up systems
for smaller agencies that cannot develop systems for themselves. They also operate
statewide computer systems, such as financial and human resource systems.

Funding

The bulk of ISD’s funding comes from two separate funds (Automation Fund and Tele-
communications Revolving Fund) that derive revenues from charges to state agencies for
computer and telecommunications services. In fiscal year 1995, both funds generated ap-
proximately $27 million in revenues for ISD. While each fund generated virtually equal
amounts of revenue, most of ISD’s staff is funded with Automation Fund monies. This
occurs because the Telecommunications Revolving Fund pays more for vendor-supplied

services versus the Automation Fund, which pays more for services directly provided by
ISD.

In addition, the Legislature appropriated approximately $2.4 million from the General
Fund to operate the State’s financial information and human resources systems. Finally,
the Division is responsible for the Emergency Telecommunications Revolving Fund, which
accounts for receipts from the telecommunications services excise tax levied against
monthly telephone bills and remitted by the telephone companies. These monies are then
passed through to political subdivisions of the State based on funding needs for equip-
ment, ongoing maintenance, and the telephone circuits used to implement and operate
emergency telecommunication services (i.e., 911). In accordance with A.R.S. §41-702.01,
ISD retained an estimated $160,700 from the Fund in fiscal year 1994-95 to pay for two
FTEs and other operating expenses.

Audit Scope and Methodology

This audit focused primarily on ISD’s ability to facilitate and coordinate statewide infor-
mation technology planning as well as its ability to provide reliable, competitive com-
puter services to state agencies. To determine the adequacy of statewide information tech-
nology planning and coordination, several meetings of a council of chief technology man-



agers of major state agencies were observed as they discussed statewide technology is-
sues. In addition, we conducted focus groups of major technology managers from large
public and private organizations to discuss topics relative to information resource man-
agement. Further, we reviewed previous studies conducted by the Joint Legislative Bud-
get Committee (JLBC) staff and the Governor’s Office for Excellence relating to statewide
information resource management issues. Finally, states noted for groundbreaking inno-
vations in government information technology planning and implementation were con-
tacted.

To assess customer satisfaction with ISD’s computer and telecommunications services,
we surveyed the largest users of ISD’s services, comprising 98 percent of the combined
Automation Fund and the Telecommunications Revolving Fund. In addition, we com-
pared ISD’s service planning and structure to other local entities as well as other states.
Based on our agency survey, we found that ISD was doing relatively well in its provision
of voice telecommunication services (i.e., telephone), receiving high marks for quality,
value, and timelinéss.

During the course of our audit, it became apparent that DOA has historically struggled to
fulfill its statutory role of statewide coordination and provision of information technol-
ogy. In fact, our 1981 audits of the Department uncovered some of the same problems that
exist today. For example, at that time, DOA had not effectively coordinated statewide
resources or provided effective guidance for the acquisition of new resources. Further,
data center services were provided without regard to efficient use of resources and the
planning process was plagued by insufficient coordination with user agencies. Our cur-
rent auditalso found fundamental deficiencies in ISD’s coordination of technical resources
and provision of technical services. Therefore, findings and recommendations were de-
veloped in three areas.

B The need for a strong chief information officer to better coordinate the State’s informa-
tion technology resources,

B The need to examine funding mechanisms that would enhance the State’s manage-
ment of information technology resources, and,

B The need to better adapt ISD’s computer services to the modern computing needs of
its customers.

This audit was conducted in accordance with government auditing standards.

The Auditor General and staff express appreciation to the Director of the Department of

Administration and the staff of the Information Services Division for their cooperation
and assistance throughout the audit.



FINDING |

THE STATE NEEDS A
CHIEF INFORMATION OFFICER

Arizona needs an effective chief information officer (CIO) to establish statewide direction
and coordination over its annual information technology expenditure of approximately
$200 million. Although statutorily mandated to coordinate the State’s use of technology,
the Department of Administration (DOA) is poorly structured to perform the function
effectively. As a result, the State inadequately manages its investment in technology, of-
ten acquiring overpriced and underutilized resources. Therefore, Arizona should remove
statewide information technology coordination from the DOA and establish a chief infor-
mation officer position in a new agency specifically dedicated to this function.

The State spends approximately $200 million each year on information technology re-
sources. Arizona’s information technology-related expenses include data processing equip-
ment, software, personnel, consultant fees, and operating expenses. The State uses these
resources to develop and maintain systems that process, store, secure, and transmit infor-
mation. The type of equipment the State deploys ranges from large computers found in

data centers, to personal computers and telephones found on thousands of employees’
desks.

DOA an Inappropriate
Organization for an Effective CIO

DOA'’s structure inhibits its ability to serve as the central authority over the State’s $200
million annual information technology investment. Arizona statutes mandate DOA to
function as the State’s coordinator and central service provider for information technol-
ogy. However, the coordination role lacks oversight authority. Furthermore, DOA’s ser-
vice provider role detracts from its oversight role. By contrast, states that manage infor-
mation technology well use a chief information officer (CIO) to direct their technology
resources separately from the provision of such services. Furthermore, recent studies and
proposed legislation have recognized the weakness of DOA’s structure and recommended
stronger central direction over the State’s technology resources.

DOA mandated to coordinate resources and provide central services — DOA is statuto-
rily mandated to coordinate the State’s information technology resources. To fulfill this
mandate, the Assistant Director of DOA’s Information Services Division (ISD) requires
state agencies to submit three-year automation plans that explain agencies’ current and
planned uses for information technology. Also, before agencies purchase any informa-
tion technology goods or services, they must first gain approval from the Assistant Direc-
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tor. Furthermore, the Assistant Director may reject the agencies’ planned use and acquisi-
tion of information technology resources if they do not match statewide plans for auto-
mation, or previously approved agency plans. In addition to its coordination role, stat-
utes also mandate ISD to establish operating centers that serve state agencies. As a result,
ISD operates an information processing center that computes and stores data for agen-
cies, and the equivalent of a phone company to provide telecommunications services to
agencies. ISD charges agencies for its services, which generates the bulk of ISD’s funding.

Oversight role lacks authority — Despite the ISD Assistant Director’s official authority,
we feel that any individual (past, present, or future) would not effectively be able to
enforce either the automation plans, or the request for approval requirements, due to the
current placement of the position within DOA. Historically, agency directors have suc-
cessfully challenged the position’s authority when ISD has decided the agencies’ pre-
ferred information systems are not in the State’s best interest. A common reason attrib-
uted to the Assistant Director’s inability to assert his or her authority is the position’s lack
of political and organizational status (two levels below an agency director). According to
Phoenix-area CIOs contacted from both public and private organizations, political sup-
port of a CIO is critical to the position’s effectiveness.®” Furthermore, these CIOs agreed
that the ISD Assistant Director position in the State’s organizational structure lacks the
necessary high-level input and support.

Failing to direct agency compliance, recent assistant directors have unsuccessfully turned
to cooperative efforts to coordinate statewide resources. For example, in 1993, both DOA
and more than 13 other state agencies acknowledged the State’s technology management
problems and committed to a 5-year strategic plan to improve the situation. Provisions of
the plan included, among other things, establishing statewide standards to allow agen-
cies to share resources, and improving the process for procuring resources. ISD antici-
pates the plan will result in a total five-year savings or cost avoidance of $39.2 million.
However, agencies’ information technology managers working with ISD to carry out the
provisions complained that there was no commitment or direction from agency directors
or the Governor’s Office to implement the measures. Currently, ISD and the agencies
have failed to carry out any of the plan’s provisions.

Service role detracts from oversight role — Furthermore, ISD’s service provision respon-
sibilities create a conflicting set of priorities. For instance, ISD views agencies as custom-
ers in that it provides them services for which they are charged. As a result, ISD rightly
feels some obligation to meet customer demands. However, this can inhibit ISD’s coordi-
nation of statewide resources, which often requires sacrificing agency preferences to achieve
a more efficient and effective statewide deployment of resources. Furthermore, as dis-
cussed in Finding III (see pages 23 through 30), it appears to be in the State’s best interests

M To gain an outside perspective on the viability of the State’s information management structure we
discussed the assistant director’s position with a panel of current and former CIO’s from the City of
Phoenix, Maricopa County, Salt River Project, Kraft Foods, Arizona Public Service, MicroAge, and a
professor of Management Information Systems at Arizona State University.
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to move toward personal computer-based technology, but ISD is heavily dependent on
the revenues it obtains from providing mainframe services to other agencies. As a result,
the need for this revenue may influence ISD’s actions when it comes to decisions regard-
ing statewide information technology.

Other states use CIOs — To compare ISD’s structure against leading states, we reviewed
the management practices of six states known for managing their technology resources
effectively.® Each of these states uses a high-profile CIO to set their state’s information
technology policy (including developing information technology vision and direction,
advocating strategic technology application, and facilitating resource sharing across agency
lines) through direct interaction and cooperation with the governor and top state agency
directors. This interaction ensures information technology policies conform to statewide
business priorities and are backed by the highest level of executive decision makers. For
example, Florida’s CIO directs a staff that reports to the State’s information resource com-
mission consisting of the governor and members of Florida’s cabinet. The State created
the commission in 1984 to address ineffective technology planning, regulation, account-
ability, and standards. Today, Florida is recognized as a leader among states in technol-

ogy planning.

In recent years, many states have recognized the need for stronger management control
of information technology. In fact, in a 1994 National Association of State Information
Resource Executives survey, 23 states reported having a CIO with authority extending
beyond the executive branch. Furthermore, in leading states, this management control is
usually separated organizationally from the provision of technology services. For instance,
Utah'’s statewide coordinator operates in the Governor’s Office, while central services is a
function of the State’s Department of Administration. This division allows the coordina-
tor to develop statewide policies, and the service function to implement information tech-
nology through providing service to its customers.

Criticismn of DOA structure not new — Recommended changes to DOA’s ineffective struc-
ture have been presented on at least four occasions in the past four years. Specifically:

B A letter from the Auditor General, November 1991, to the President of the Senate and
the Speaker of the House described the need for Arizona state government to better
manage information technology so that its full potential can be realized. The letter
noted that during the course of our audits, we have observed an alarming number of
instances where state agencies failed to achieve effective gains in productivity after
having invested huge sums of money in information systems. For example, agencies
seemed to follow a pattern of purchasing a major system, experiencing problems, and
then acquiring a new system to resolve the problems. In other instances, projects by-

M We selected these states based on their identification in industry publications as well-established
programs, or programs with highly respected information technology planning. The six states are
Florida, Kentucky, Minnesota, North Carolina, Utah, and Washington.
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passed the scrutiny of the budget process because they were acquired with federal
funds. Finally, the letter states that there was no requirement for a central review of
technology projects and that lessons learned from one effort are not applied to other
agencies. The need to improve in all of these areas continues even today.

M Project SLIM conducted a 1992 study, which recognized the State’s need to improve
utilization and control over the development and application of technology. To achieve
this end, the report proposed creating a CIO-led staff directed by a committee of agency
directors advised by a committee of technical experts. The recommended organiza-
tion would have evaluated new technology products, created and reviewed state stan-
dards, and reviewed agency compliance with the standards. Agencies would have
been responsible for providing their own operational support, and monitoring their
agency’s automation practices as directed by the committee of directors.

M Integrated Systems Solutions Corporation (ISSC) conducted a 1993 efficiency study
of the State’s large agency information processing centers. This study recommended
creating a state CIO position, with an organization to develop common data commu-
nication, technical support, and administration over all these centers. According to
the study this would eliminate duplicated work, reduce costs, and improve the cen-
ters” effectiveness.

M H.B. 2470 developed by the Joint Legislative Budget Committee (JLBC) staff during
the 1995 legislative session, recognized the need for statewide oversight and planning
to increase sharing of information across the State’s organizational lines. However,
because the ISD Assistant Director position lacks this authority, H.B. 2470 proposed
establishing a CIO position at the agency director level. According to the bill, the CIO
would head an agency responsible for establishing agency compliance with statewide
standards, studying new technology, and approving agencies’ technology plans and
major projects. Furthermore, the bill proposed a committee of agency directors, legis-
lators, and private sector representatives to review technology standards, propose
needed legislation, and approve major technology projects. This proposed bill was
assigned to a legislative committee, but was never heard during the legislative ses-
sion.

Until recently, efforts to adopt any of these proposals have been stalled. In 1993, appar-
ently in response to DOA’s appointment of an assistant director of ISD and the develop-
ment of a five-year strategic plan, an Office of Excellence in Government (OEG) report
concluded that the State was poised to manage its information technology well. The re-
port further state