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The O f f i c e  o f  the Aud i t o r  General has conducted a  performance a u d i t  o f  

the Ar izona Department o f  Hea l t h  Serv ices ,  O f f i c e  o f  V i t a l  Records, i n  

response to  a  June 2 ,  1987, r e s o l u t i o n  o f  the J o i n t  L e g i s l a t i v e  Overs igh t  

Committee. Th is  a u d i t  was conducted as p a r t  o f  the Sunset Review se t  

f o r t h  i n  Ar izona Revised S t a t u t e s  (A.R.S) 9541-2351 through 41-2379. 

Th is  i s  the f i f t h  i n  a  s e r i e s  o f  r e p o r t s  issued on the Department o f  

Hea l th  Serv ices (DHS). The repo r t  focuses on the f unc t i ons  o f  the O f f i c e  

o f  V i t a l  Records which operates w i t h i n  the D i r e c t o r ' s  O f f i c e .  

B e t t e r  P r o t e c t i o n  and Overs igh t  
o f  t he  S t a t e ' s  V i t a l  Records Are Needed (see pages 5 through 12) 

Adequate s e c u r i t y  o f  v i t a l  records i s  impor tan t .  I n  March 1989, a  t h i e f  

broke i n t o  Delaware's v i t a l  records o f f i c e  and s t o l e  more than 1,700 

b lank  record forms and t he  o f f i c i a - l  s t a t e  s e a l .  The o f f i c e  d i r e c t o r  

be l i eves  the t h i e f  w i  I l use these m a t e r i a l s  t o  c rea te  and se l  I 

c o u n t e r f e i t  b i r t h  c e r t i f i c a t e s .  C o u n t e r f e i t  records have s o l d  f o r  p r i c e s  

o f  up t o  $1,500 each. Because A r i zona ' s  f a c i l i t y  lacks adequate 

s e c u r i t y ,  a  s i m i l a r  t h e f t  cou ld  happen a t  A r i z o n a ' s  O f f i c e  o f  V i t a l  

Records ( O V R ) .  The agency cou ld  g r e a t l y  improve i t s  phys i ca l  s e c u r i t y  by 

i n s t a l  l i n g  alarms and v i deo  cameras a t  an es t imated  cos t  o f  $14,000. 

The OVR f a c i l i t y  i s  a l s o  suscep t i b l e  t o  f i r e  and env i ronmenta l  hazards 

which could  damage or  des t roy  the S t a t e ' s  v i t a l  records .  The agency can 

remedy these problems w i  t hou t  undue expense. Halon, a  popular  f  i r e  

p r o t e c t i o n  system, would cos t  OVR approx imate ly  $12,800, w h i l e  

temperature and hum id i t y  c o n t r o l s  would cost  approx imate ly  $40,000. 

I n  a d d i t i o n ,  l i m i t e d  i nven to r y  c o n t r o l s  and u n r e s t r i c t e d  employee access 

t o  v i t a l  records and forms p rov i de  o p p o r t u n i t y  f o r  OVR employees t o  make 

unauthor ized use o f  records .  Weak c o n t r o l s  may have c o n t r i b u t e d  t o  

severa l  recorded i n c i d e n t s  o f  i  I l ega l  employee a c t i v i t y .  For example, 

one employee was r e c e n t l y  caught sending a  c e r t i f i e d  copy o f  a  b i r t h  

record t o  a  f r i e n d  w i t hou t  the proper reques t ,  a u t h o r i z a t i o n ,  o r  fee .  



Since v i t a l  records a re  a va l uab le  commodity, OVR should  l i m i t  employee 

access t o  v i t a l  records and r e c o n c i l e  forms used t o  make c e r t i f i e d  cop ies 

w i t h  the ac tua l  number o f  c e r t i f i e d  cop ies  s o l d  each day - t r e a t i n g  these 

m a t e r i a l s ,  i n  essence, l i k e  cash. 

OVR Can lmprove Opera t iona l  
E f f i c i e n c y  and Customer Se rv i ce  (see pages 13 through 18) 

OVR cou ld  improve e f f i c i e n c y  and customer s e r v i c e  i n  severa l  ways. For 

example, a l though the agency developed an in-house computer t o  f a c i l i t a t e  

a more t ime l y  and e f f i c i e n t  records s torage and r e t r i e v a l  system, the 

computer i s  c u r r e n t l y  u n d e r u t i l i z e d .  Ins tead o f  us i ng  the  computer t o  

r o u t i n e l y  produce records ,  OVR produces many records  by manual ly 

photocopying the o r i g i n a l  documents. By more f u l l y  u t i l i z i n g  i t s  

computer system, OVR cou ld :  1 )  process records f a s t e r  and f r e e  s t a f f  t o  

per form other  d u t i e s ,  and 2 )  increase customer s a t i s f a c t i o n  by improving 

turnaround t ime.  Turnaround t ime and, consequent ly ,  customer 

s a t i s f a c t i o n  f o r  m a i l - i n  requests cou ld  a l s o  be improved by e l i m i n a t i n g  

the 20-day check-hold procedure.  

OVR Should Enlarge I t s  Wa i t i ng  Area 
t o  lmprove Serv ice  t o  the Publ i c  (see pages 19 through 21 

OVR's customer w a i t i n g  area i s  no t  adequate t o  serve the p u b l i c .  Up t o  

56 people have been observed us i ng  the  12 by 22 f o o t  a rea  which was 

designed f o r  no more than 15 people .  Dur ing  busy t imes ,  many people must 

wa i t  ou ts ide  ( o f t e n  i n  the hea t )  f o r  up t o  an hour t o  get  s e r v i c e .  

Al though DHS has i n i t i a t e d  p lans  t o  expand OVR's s t a f f  areas,  the p l a n  

needs to  be mod i f i ed  t o  p rov i de  enlargement o f  the w a i t i n g  a rea .  
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INTRODUCTION AND BACKGROUND 

The O f f i c e  o f  the  Aud i t o r  General has conducted a  performance a u d i t  o f  

the  Ar izona Department o f  Hea l t h  Serv ices ,  O f f i c e  o f  V i t a l  Records, i n  

response t o  a  June 2 ,  1987, r e s o l u t i o n  o f  the J o i n t  L e g i s l a t i v e  Overs igh t  

Committee. Th i s  a u d i t  was conducted as p a r t  o f  t he  Sunset Review se t  

f o r t h  i n  Ar izona Revised S t a t u t e s  (A.R.S. )  6541-2351 through 41-2379. 

Th is  a u d i t  i s  the f i f t h  i n  a  s e r i e s  o f  r e p o r t s  issued on the Department 

o f  Heal th  Serv ices  (DHS). The r e p o r t  focuses on the f unc t i ons  o f  the  

O f f i c e  o f  V i t a l  Records which operates w i t h i n  the D i r e c t o r ' s  O f f i c e .  

Func t ions 

The O f f i c e  o f  V i t a l  Records (OVR) d i r e c t s  and superv ises  a  s ta tew ide  

system o f  v i t a l  records and p u b l i c  h e a l t h  s t a t i s t i c s ,  and i s  t he  

custod ian o f  those records.  Records ma in ta ined  c o n s i s t  p r i m a r i l y  o f  

b i r t h  and death c e r t i f i c a t e s .  OVR a l s o  issues c e r t i f i e d  and n o n c e r t i f i e d  

copies o f  b i r t h  and death records t o  e l i g i b l e  persons upon reques t ,  and 

makes c o r r e c t i o n s  t o  records when necessary.  "' Our i n g  f i s c a l  year 

1987-88, OVR : 

0 Recorded 65,477 b i r t h s  and 29,221 deaths.  

0 Issued 109,687 c e r t i f i e d  b i r t h  records,  63,497 c e r t i f i e d  death 

records ,  and 26,195 n o n c e r t i f i e d  records .  

OVR has es tab l i shed  r e g i s t r a t i o n  d i s t r i c t s  throughout the S t a t e  t o  a s s i s t  

i n  process ing b i r t h  and death c e r t i f i c a t e s  t r a n s m i t t e d  from h o s p i t a l s ,  

mor tuar ies ,  midwives, and, i n  some cases, p r i v a t e  i n d i v i d u a l s .  These 

d i s t r i c t s  a re  admin is te red  by l o c a l  r e g i s t r a r s  appo in ted  by the  S t a t e  

R e g i s t r a r .  R e g i s t r a t i o n  d i s t r i c t s  i n  Maricopa and Pima coun t i es  a r e  

designated as c l a s s  A .  They a re  respons ib le  f o r  r ev i ew ing  the b i r t h  and 

C e r t i f i e d  records c o n t a i n  t h e  S t a t e  seal and may be used i n  l e g a l  t r a n s a c t i o n s ,  
w h i l e  n o n c e r t i  f i e d  cop ies  can be ob ta ined  and used f o r  research  purposes on1 y. 



death records sent t o  them f o r  accuracy and completeness. Class A 

d i s t r i c t s  r e t a i n  records f o r  30 days, and may issue c e r t i f i e d  cop ies  o f  

the records wh i l e  they remain i n  t h e i r  possession. I n  c o n t r a s t ,  o ther  

loca l  r e g i s t r a t i o n  d i s t r i c t s ,  des ignated as c l a s s  B ,  send records 

d i r e c t l y  t o  OVR and cannot issue copies o f  records t o  the p u b l i c .  

Orqanizat  i on  and S t a f f i n g  

OVR i s  supervised by an Ass i s t an t  S t a t e  R e g i s t r a r  who r e p o r t s  d i r e c t l y  t o  

the d i r e c t o r  o f  DHS, the l e g a l l y  des ignated S t a t e  R e g i s t r a r .  The o f f i c e  

cons i s t s  o f  four  u n i t s ,  and employs a  s t a f f  o f  30 i n c l u d i n g  the Ass i s t an t  

S ta te  R e g i s t r a r .  

e The Revenue Con t ro l  U n i t  - Th is  u n i t  serves the p u b l i c  d i r e c t l y .  

I t  processes over- the-counter  a p p l i c a t i o n s  f o r  c e r t i f i e d  cop ies  o f  

v i t a l  records.  The u n i t  reviews a p p l i c a t i o n s  and suppo r t i ng  

documentation t o  e s t a b l i s h  an a p p l i c a n t ' s  e l i g i b i l i t y  and c o l l e c t s  

fees.  M a i l - i n  requests  a re  a l s o  processed through t h i s  u n i t .  The 

revenue c o n t r o l  u n i t  c o n s i s t s  o f  s i x  f u l l - t i m e  employees (FTEs), 

i n c l u d i n g  a  supe rv i so r .  

e The Records Room U n i t  - The S t a t e ' s  v i t a l  records a re  permanent ly 

s t o red  i n  OVR's records room. The records room u n i t  i s  respons ib le  

f o r  f i l i n g  v i t a l  records and f o r  m a i n t a i n i n g  the records '  s e c u r i t y .  

I n  a d d i t i o n ,  records room s t a f f  rece ive  a p p l i c a t i o n s  processed 

through revenue c o n t r o l ,  search f o r  the records a p p l i e d  f o r ,  and 

produce the c e r t i f i e d  cop ies requested. Copies a re  produced e i t h e r  

by photocopying or  by the agency's in-house computer. T h i s  u n i t  

c o n s i s t s  o f  seven FTEs, i n c l u d i n g  a  supe rv i so r .  

e The Coding U n i t  - Th i s  u n i t  prepares the b i r t h  and death 

c e r t i f i c a t e s  sent by l o c a l  r e g i s t r a t i o n  d i s t r i c t s ,  h o s p i t a l s ,  and 

mor tuar ies  f o r  permanent f i l i n g  i n  the records room. Documents a re  

reviewed f o r  completeness, cons is tency ,  and accuracy.  Records a re  

then coded by s t a f f  t o  f a c i l i t a t e  da ta  e n t r y  - the DHS automat ion 

group inpu ts  coded da ta  from death c e r t i f i c a t e s  onto the agency 's  



mainframe computer, w h i l e  b i r t h  c e r t i f i c a t e s  a re  keyed d i r e c t l y  onto 

OVR's computer by OVR's cod ing s t a f f .  The coding u n i t  employs 6 

FTEs, i nc l ud ing  the u n i t ' s  supe rv i so r .  

a The Co r rec t i ons  U n i t  - This  u n i t  makes c o r r e c t i o n s  t o  o r i g i n a l  

records.  The group amends records,  when necessary,  t o  c o r r e c t  e n t r i e s  

on b i r t h  and death c e r t i f i c a t e s  such as the t ime o r  p lace  o f  the 

occurrence. I n  a d d i t i o n ,  the u n i t  can amend b i r t h  records  t o  add the 

name o f  a  c h i l d ' s  f a t he r  t o  the c e r t i f i c a t e  i n  cases where the mother 

was unmarried a t  the t ime o f  b i r t h .  The c o r r e c t i o n s  group a l s o  

processes l a t e  o r  delayed b i r t h  r e g i s t r a t i o n s .  These g e n e r a l l y  occur 

when OVR i s  unable t o  loca te  an o r i g i n a l  record .  Th is  u n i t  i s  

s t a f f e d  w i t h  6 FTEs, i n c l u d i n g  i t s  supe rv i so r .  

I n  a d d i t i o n  t o  u n i t  s t a f f ,  OVR employs th ree  FTEs who p rov ide  

adm in i s t r a t i ve  suppo r t ,  and an a d m i n i s t r a t i v e  superv iso r  who oversees the 

work o f  each u n i t  supe rv i so r .  

Revenue and Expendi tures 

A.R.S 336-342 au tho r i zes  DHS t o  assess fees ' I fo r  searches,  cop ies  o f  

records,  a p p l i c a t i o n s  t o  f i l e  de layed records ,  and requests  f o r  

supplementary b i r t h  c e r t i f i c a t e s ,  f o l  lowing adop t ion ,  l e g i t i m a t i o n ,  

p a t e r n i t y  de te rm ina t i on ,  . . .  o r  amendments t o  e x i s t i n g  records . "  Fees 

range from $2 t o  $13, or  more depending on the se rv i ce  performed: 

a $2 f o r  a  copy o f  a  n o n c e r t i f i e d  record ,  

a $5 f o r  a  c e r t i f i e d  computerized copy o f  a  b i r t h  c e r t i f i c a t e  o r  a  

photocopy o f  a  death c e r t i f i c a t e ,  

a $8 f o r  a  c e r t i f i e d  photocopy o f  a  b i r t h  c e r t i f i c a t e ,  and 

a $13 f o r  c o r r e c t i n g  a  b i r t h  c e r t i f i c a t e .  

I n  a d d i t i o n ,  record  searches a re  performed by the o f f i c e  f o r  persons 



t r y i n g  t o  o b t a i n  a  c e r t i f i e d  copy o f  a  b i r t h  o r  dea th  r e c o r d ,  b u t  who do 

not  know t h e  date  o f  occurrence.  OVR charges $3 per  r e c o r d  year searched 

f o r  the f i r s t  10 y e a r s  researched, and $2 per r e c o r d  year  t h e r e a f t e r .  

The agency co I l ec t e d  $805,878 dur i ng f i  sca I year 1987-88. A I l monies 

c o l l e c t e d  a r e  depos i ted  i n t o  t h e  genera l  fund. 

OVR's o p e r a t i n g  budget i s  d e r i v e d  from genera l  fund a p p r o p r i a t i o n s ,  and 

i n  f i s c a l  year 1988, OVR expended $745,816. 

Aud i t Scope and Purpose 

Our a u d i t  o f  OVR concen t ra ted  on issues r e l a t e d  t o  o p e r a t i o n a l  e f f i c i e n c y  

and e f f e c t i v e n e s s .  D e t a i l e d  work was conducted t o  determine whether:  

e OVR's c o n t r o l  and s e c u r i t y  o f  the  S t a t e ' s  v i t a l  records can be 

improved, 

e o p e r a t i o n a l  e f f i c i e n c y  and customer s e r v i c e  can be improved, and 

0 the customer w a i t i n g  a rea  p r o v i d e s  adequate space f o r  the p u b l i c  

The s e c t i o n  e n t i t l e d  Areas f o r  F u r t h e r  A u d i t  Work (page 23) addresses 

issues i d e n t i f i e d  d u r i n g  the  course o f  the a u d i t  wh ich we were unable  t o  

research due t o  t ime c o n s t r a i n t s .  

Th is  a u d i t  was conducted i n  accordance w i t h  g e n e r a l l y  accepted 

governmental a u d i t i n g  s tandards.  

The A u d i t o r  General and s t a f f  express a p p r e c i a t i o n  t o  the D i r e c t o r  o f  

DHS, the A s s i s t a n t  S t a t e  R e g i s t r a r  o f  OVR and her  s t a f f ,  f o r  t h e i r  

coopera t ion  and a s s i s t a n c e  throughout  the  a u d i t .  



FINDING I 

BETTER PROTECTION AND OVERSIGHT 

OF THE STATE'S 

VITAL RECORDS ARE NEEDED 

P r o t e c t i n g  v i t a l  r e c o r d s  i s  more impor tan t  than i s  g e n e r a l l y  recogn ized .  

I n  March 1989, a  t h i e f  broke i n t o  the Delaware O f f i c e  o f  V i t a l  Records.  

E n t e r i n g  through a  window, the t h i e f  s t o l e  more than 1 ,700 b l a n k  forms 

and the o f f i c i a l  s e a l .  The o f f i c e  d i r e c t o r  i n  Delaware b e l i e v e s  t h a t  the  

t h i e f  in tended t o  f o r g e  b i r t h  c e r t i f i c a t e s  and s e l l  them. C o u n t e r f e i t  

records have been s o l d  f o r  p r i c e s  o f  up t o  $1,500 each. Our rev iew 

suggests t h a t  a  s i m i l a r  t h e f t  c o u l d  happen i n  A r i zona .  The A r i z o n a  

O f f i c e  o f  V i t a l  Records has l i t t l e  s e c u r i t y  t o  p reven t  such a  b r e a k - i n .  

I n  a d d i t i o n ,  the c u r r e n t  f a c i l i t y  i s  s u s c e p t i b l e  t o  f i r e  and 

env i ronmenta l  problems t h a t  c o u l d  damage o r  d e s t r o y  the  r e c o r d s .  OVR 

a l s o  needs t o  s t r e n g t h e n  i n t e r n a l  c o n t r o l s  t o  p reven t  p o s s i b l e  t h e f t  and 

misuse o f  records by employees. 

Adequate P r o t e c t i o n  o f  t h e  S t a t e ' s  
V i t a l  Records I s  Necessary 

V i t a l  records a r e  a  v a l u a b l e  commodity. They a r e  impor tan t  source 

documents, and t h e r e f o r e ,  they  a r e  commonly used f o r  f r a u d u l e n t  

purposes.  Spec ia l  c a r e  must be taken w i t h  these reco rds  because they 

a r e ,  i n  many cases,  t h e  p r imary  documentat ion o f  b i r t h s ,  a d o p t i o n s ,  name 

changes, and deaths i n  A r i z o n a .  Accord ing  t o  a  recen t  r e p o r t  by  the  

O f f i c e  o f  the I n s p e c t o r  Genera l ,  U .S .  Department o f  H e a l t h  and Human 

S e r v i c e s ,  " f a l s e  i d e n t i f i c a t i o n  . . .  i s  e s t i m a t e d  t o  c o s t  s o c i e t y  b i l l i o n s  

o f  d o l l a r s  a n n u a l l y . "  F u r t h e r ,  "The b i r t h  c e r t i f i c a t e  has been c a l l e d  a  

' b r e e d e r '  document because w i t h  a  f a l s e  one a  person can o b t a i n  o t h e r  

f a l s e  i d e n t i f i c a t i o n  ( I D )  documents w i t h  which t o  d e f r a u d  Government o r  

bus iness ,  o r  c r e a t e  a  new i d e n t i t y . "  S e c u r i n g  these documents f rom 



t h e f t ,  t he re fo re ,  i s  a  n e c e s s i t y .  Because o f  t h e i r  importance, S t a t e  law 

requ i res  DHS t o  adequately p r o t e c t  v i t a l  records .  A.R.S. $36-302.B 

mandates t h a t :  

' ' [Tlhe department o f  h e a l t h  se r v i ces  s h a l l  p r o v i d e  f i r e p r o o f  and 
t h e f t  p roo f  f a c i l i t i e s  t o  insure  the permanent and sa fe  
p rese rva t i on  o f  a l l  v i t a l  records rece ived  and f i l e d  under t h i s  
chapter . "  (emphas i  s  added) 

I n  a d d i t i o n ,  Ar izona law e s t a b l i s h e s  s t r i n g e n t  c o n f i d e n t i a l i t y  

requirements and s t r i c t l y  l i m i t s  access t o  v i t a l  records .  Persons 

request ing cop ies o f  records must prove they a re  e n t i t l e d  t o  them. I n  

c o n t r a s t ,  some s t a t e s  a l l o w  anyone f r e e  access t o  the s t a t e ' s  v i t a l  

records.  S e c u r i t y  improvements have been made by OVR i n  recent  years .  

For example, bank-note paper i s  now used f o r  making o f f i c i a l  c e r t i f i e d  

cop ies o f  v i t a l  records .  Th is  h i g h  q u a l i t y  paper i s  very  d i f f i c u l t  t o  

d u p l i c a t e .  A lso ,  OVR has increased the s e c u r i t y  o f  computer ized 

documents through the use o f  passwords which r e s t r i c t  employee access t o  

computer records .  

OVR's F a c i l i t y  Does Not Adequately P r o t e c t  
V i t a l  Records from The f t  o r  D e s t r u c t i o n  

The phys ica l  s e c u r i t y  o f  the  S t a t e ' s  v i t a l  records  and forms i s  

inadequate. C u r r e n t l y ,  OVR's f a c i l i t y  i s  s u s c e p t i b l e  t o :  1 )  i l l e g a l  

access and t h e f t ,  and 2 )  d e s t r u c t i o n  r e s u l t i n g  from f i r e  and inadequate 

c l ima te  c o n t r o l .  

I l l e g a l  access and t h e f t  - Phys ica l  s e c u r i t y  o f  v i t a l  records and 

m a t e r i a l s  i s  weak. The records room cou ld  e a s i l y  be broken i n t o ,  and the 

basement s torage area i s  p o o r l y  secured. S i m i l a r  s e c u r i t y  weaknesses 

con t r i bu ted  t o  v i t a l  records t h e f t s  i n  two o the r  s t a t e s .  However, OVR 

can address some o f  these s e c u r i t y  problems a t  l i t t l e  c o s t .  

OVR's records room, which houses a l l  b i r t h  and dea th  c e r t i f i c a t e s ,  as 

w e l l  as the m a t e r i a l s  needed t o  produce c e r t i f i e d  cop ies,  cou ld  be 



b u r g l a r i z e d  r e l a t i v e l y  e a s i l y .  " I  Al though the o f f i c e  i s  

" r e s t r i c t e d , "  there a re  no alarms on the doors t o  the  OVR o f f i c e  or  t o  

the records room. The records room a l so  lacks alarms on i t s  windows even 

though they are la rge  enough t o  a l l o w  e n t r y  i n t o  the a rea .  

I n  a d d i t i o n ,  OVR's basement s to rage  area i s  no t  secured from t h e f t .  The 

basement, which i s  no t  locked,  houses s torage areas f o r  severa l  o t he r  DHS 

d i v i s i o n s ,  and the depar tmenta l  copy and m a i l  rooms. OVR a l s o  s t o res  

supp l ies  o f  b lank c e r t i f i c a t e s  and o ther  va l uab le  m a t e r i a l s ,  which cou ld  

be used t o  produce f r audu len t  records ,  i n  the basement s to rage  area.  

Th is  area i s  surrounded by a  fence and padlocked. However, t he re  i s  a  

f i v e - f o o t  c learance between the top  o f  the fence and the c e i l i n g ,  and the 

fence cou ld  be c l imbed e a s i l y .  The locked s to rage  area i s  unat tended,  

and a l l  DHS employees have access t o  the basement. There a re  no v ideo  

cameras o r  alarms t o  mon i t o r  the a rea .  

The lack o f  adequate s e c u r i t y  has c o n t r i b u t e d  t o  t h e f t s  o f  v i t a l  records 

i n  a t  l eas t  two s t a t e s .  For example, the Delaware v i t a l  records o f f i c e  

b u r g l a r i z e d  i n  March 1989 lacked a  s e c u r i t y  system and was no t  be ing  

adequately monitored by the  s t a t e  s e c u r i t y  p o l i c e .  S i m i l a r l y ,  t h i eves  

broke i n t o  the Colorado OVR through a  s i de  window d u r i n g  the 1985 Labor 

Day weekend. Records, the  S t a t e  s e a l ,  a  photocopy machine, and c e r t  i  f  i ed  

paper were a l l  a v a i l a b l e  i n  the o f f i c e  which lacked s e c u r i t y  a larms,  

v ideo  cameras, window breakage d e t e c t o r s ,  o r  movement d e t e c t o r s .  Since 

the i n c i d e n t ,  a l l  have been i n s t a l l e d .  

According t o  the S t a t e  o f  A r i zona  l i b r a r y  and a r ch i ves  records management 

s p e c i a l i s t  and v i t a l  records  o f f i c e s  i n  o the r  s t a t e s  we con tac ted ,  OVR 

can g r e a t l y  improve i t s  phys i ca l  s e c u r i t y  by t a k i n g  the f o l l o w i n g  s teps :  

( 1 )  M a t e r i a l s  needed t o  produce c e r t i f i e d  copies i n c l u d e :  c e r t i f i e d  copy paper t h a t  i s  

used t o  produce a photocopy o r  computer-generated copy, t h e  S t a t e  seal  which i s  
stamped on c e r t i f i e d  cop ies  t o  make them o f f i c i a l ,  t h e  photocopy machine, and t h e  

computer t h a t  produces computer-generated b i r t h  c e r t i f i c a t e s .  



Alarms can be i n s t a l l e d  on t he  records room en t rance ,  and window 
breakage alarms can be i n s t a l  l ed  on records room windows. 
DOA-Fac i l i t i es  Management researched the cos t s  o f  the  needed 
alarms and s a i d  t h a t  i n s t a l l i n g  such alarms a t  OVR would cost  an 
est imated $1 ,800. 

Video cameras would p rov i de  a  means f o r  m o n i t o r i n g  a c t i v i t y  i n  
and around the records room and basement s to rage  areas a t  a l  l 
hours o f  the  day. DOA-Faci I i t i e s  Management es t imated  the cost 
f o r  the needed cameras a t  $12,000. 

DHS requested funds from the L e g i s l a t u r e  f o r  these dev ices  i n  i t s  f i s c a l  

year 1989 budget reques t ,  bu t  the request was not  funded. 

F i r e  and environmental  t h r e a t s  - F i r e  and poor c l i m a t e  c o n t r o l  a re  a lso  

t h rea t s  t o  A r i zona ' s  v i  t a l  records .  A records management s p e c i a l  i s t  from 

the S ta te  l i b r a r y  and a r ch i ves  observed OVR and determined t h a t  v i t a l  

records a re  a t  r i s k  o f  f i r e  i n  two ways: 

a S p r i n k l e r  System - The DHS b u i  l d i n g ,  where OVR opera tes ,  uses a  
s p r i n k l e r  system t o  suppress f i r e .  I n  the event o f  a  f i r e ,  water 
from the f i r e  suppression system could  seve re l y  damage v i t a l  
records.  

a Wal ls  - OVR's records room w a l l s  a re  no t  f i r e  r e ta rdan t  and, 
t h e r e f o r e ,  would no t  con ta i n  a  f i r e .  As a  r e s u l t ,  a  f i r e  i n  an 
ad jacent  area cou ld  e a s i l y  t h rea ten  v i t a l  records .  

OVR can remedy i t s  f i r e  suppress ion problem w i thou t  undue expense. Halon 

systems a re  a l ready  used by severa l  S t a t e  agencies.  For example, the 

S ta te  l i b r a r y  and a r ch i ves  uses ha lon  t o  p r o t e c t  documents, and the DHS 

computer room uses ha lon  t o  p r o t e c t  equipment. Halon i s  a  popular 

records p r o t e c t i o n  system because i t  suppresses f i r e  w i t hou t  the use o f  

water .  According t o  DOA-Faci l i t i e s  Management, who researched the cost 

f o r  OVR,  i t  would cos t  approx imate ly  $12,800 t o  i n s t a l  l a  ha lon  system a t  

OVR.  OVR requested funds f o r  a  ha lon  system i n  i t s  1988-89 DHS budget 

request ,  bu t  the  request was r e j e c t e d .  

I n  a d d i t i o n ,  inadequate c l ima te  c o n t r o l s  cou ld  cause i r r e p a r a b l e  damage 

t o  the S t a t e ' s  records .  The d i r e c t o r  o f  the S ta te  l i b r a r y  and a r ch i ves ,  

pursuant t o  A.R.S. 939-101, se t s  s p e c i f i c  standards f o r  temperature and 

humid i t y  f l u c t u a t i o n  i n  s torage areas f o r  permanent paper records.  

However, OVR has no mon i to rs  t o  ensure t h a t  the c l i m a t e  i n  i t s  records 

room conforms t o  these requirements.  The records room lacks any spec ia l  



c l ima te  c o n t r o l s .  I t  i s  heated and cooled i n  the same manner as the  r e s t  

o f  the DHS b u i l d i n g .  For example, because a i r  c o n d i t i o n i n g  i s  tu rned  o f f  

on workday evenings and weekends, the indoor temperatures can c l imb  as 

h i gh  as ou t s i de  temperatures.  A l so ,  the records room has no hum id i t y  

c o n t r o l ,  thus p o t e n t i a l l y  a l l o w i n g  paper records t o  become d r y  and 

b r i t t l e .  Th is  i s  a  cons ide rab le  danger s ince  records  a re  r o u t i n e l y  

handled when making c e r t i f i e d  cop ies .  

I n  order  t o  p rov ide  adequate c l i m a t e  c o n t r o l  i n  the  records room, DHS 

would need t o  add c o o l i n g  and hum id i f y i ng  equipment. The DHS computer 

room, which shares a  wal I w i t h  the OVR records room, has a  separate  

coo l i ng  system s i m i l a r  t o  t h a t  needed i n  the  records room. We asked the  

Department o f  A d m i n i s t r a t i o n - F a c i l i t i e s  Management s e c t i o n  t o  determine 

the cost  o f  such a system f o r  the records room. They es t imate  t h a t  

adequate temperature and h u m i d i t y  c o n t r o l  would r e q u i r e  the a d d i t i o n  o f  a  

separate a i r  c o n d i t i o n i n g  system t h a t  a d j u s t s  the  hum id i t y  l e v e l .  Such a  

system would cos t  approx imate ly  $40,000. 

Con t ro l s  over  V i t a l  Records 
Are Weak i n  Severa l .  Areas 

Cont ro ls  over v i t a l  records ,  m a t e r i a l s ,  and forms a re  weak i n  some areas 

a t  OVR. OVR lacks a  sound inven to ry  c o n t r o l  system t o  ensure t h a t  

m a t e r i a l s  and equipment a re  no t  used t o  c rea te  f r audu len t  documents. 

Con t ro ls  over employee access t o  records and forms do no t  prevent  

unauthor ized use o f  the documents. 

Inven to ry  c o n t r o l s  - Loose i nven to r y  c o n t r o l s  increase the 1 i k e l  i hood 

o f  i l l i c i t  a c t i v i t y .  OVR does no t  r e g u l a r l y  r e c o n c i l e  the number o f  

c e r t i f i e d  records s o l d  w i t h  the s e r i a l  numbers o f  the prenumbered 

bank-note q u a l i t y  paper used t o  produce the cop ies .  Moreover, OVR does 

no t  r e c o n c i l e  the number o f  cop ies s o l d  w i t h  the a p p l i c a t i o n s  and 

payments rece ived f o r  the cop ies .  As a r e s u l t ,  the blank fo rms ccn!c! he 

d i v e r t e d  f o r  unauthor ized purposes w i t hou t  OVR's knowledge. Blank forms 

and c e r t i f i e d  cop ies a re  v a l u a b l e  documents and should  be t r e a t e d  the 

same as cash and reconc i l ed  each day. OVR should r e c o n c i l e  cop ies  s o l d  

w i t h  cop ies produced by r eco rd i ng  s e r i a l  numbers o f  c e r t i f i e d  cop ies  on 



the a p p l i c a t i o n  f o r  them. OVR should  a l s o  take g r e a t e r  ca re  i n  

mon i t o r i ng  and t r a c k i n g  the s e r i a l  numbers o f  the c e r t i f i e d  copy paper 

used. 

OVR a l so  d i s t r i b u t e s  b i r t h  and death c e r t i f i c a t e s  t o  county r e g i s t r a r s ,  

h o s p i t a l s ,  and f u n e r a l  homes bu t  does no t  r econc i l e  the number o f  

c e r t i f i c a t e s  d i s t r i b u t e d  w i t h  completed c e r t i f i c a t e s  r e tu rned .  The 

l i b r a r y  and a r ch i ves  records management s p e c i a l i s t  suggests t h a t  OVR 

number the b lank c e r t i f i c a t e s ,  have the  users  s i gn  the c e r t i f i c a t e s  out 

i n  "b locks , "  and l a t e r  r e c o n c i l e  the completed c e r t i f i c a t e s  t o  the number 

d i s t r i b u t e d .  

Employee access - Access t o  bo th  the o r i g i n a l  records and t o  the 

m a t e r i a l s  needed t o  make c e r t i f i e d  cop ies  i s  loose ly  guarded a t  OVR and 

cou ld  lead t o  the f r audu len t  use o f  records and OVR m a t e r i a l s .  Al though 

records room employees a re  most f r e q u e n t l y  i n  the a rea ,  a l l  employees 

have f r ee  access t o  the  records room. I n  f a c t ,  the s t a f f  r e f r i g e r a t o r  i s  

located i n  the records  room, so i t  i s  common to  f i n d  any o f  the OVR 

employees there .  Moreover,  employee a c t i v i t y  i n  the records room i s  not  

moni tored.  Weak c o n t r o l s  over v i t a l  records may have c o n t r i b u t e d  t o  

severa l  i n c i den t s  o f  i l l e g a l  a c t i v i t i e s  by OVR employees. 

0 OVR's records room superv iso r  was caught a l t e r i n g  the con ten t  o f  

v i t a l  records and d i s t r i b u t i n g  a  c e r t i f i e d  copy o f  a  record  t o  a  

f r i e n d .  I n  January 1987, the supe rv i so r  was caught sending a  

c e r t i f i e d  copy o f  a  b i r t h  record  t o  a  f r i e n d  w i t hou t  the proper 

request ,  a u t h o r i z a t i o n ,  o r  fee.  I n  December 1988, she cu t  two b i r t h  

c e r t i f i c a t e s  ou t  o f  records books, wh i ted  out c e r t a i n  i n f o r m a t i o n ,  

and had an employee type i n  f r audu len t  i n f o rma t i on .  (The employee 

sa id  t h a t  t h i s  was no t  the f i r s t  t ime a  s i t u a t i o n  such as t h i s  had 

occur red . ) .  A f t e r  the second i n c i d e n t ,  the superv iso r  was demoted 

and t r a n s f e r r e d  t o  another DHS u n i t .  

0 I n  October 1986, an OVR i n f o rma t i on  p rocess ing  s p e c i a l i s t  was caught 

making a  copy o f  a  b i r t h  c e r t i f i c a t e  f o r  her own use.  The employee 

q u i t  her job a f t e r  t h i s  i n c i d e n t .  



I n  ne i t he r  case were c o n t r o l s  se t  up t o  prevent  the i l l e g a l  a c t i v i t i e s .  

I n  the f i r s t  i n c i d e n t ,  the employee who was asked t o  a s s i s t  the records 

room superv isor  repor ted  her t o  OVR's d i r e c t o r .  I n  the second i n c i d e n t ,  

an OVR employee repor ted  the i n f o r m a t i o n  process ing s p e c i a l i s t  t o  the OVR 

superv isor  a f t e r  see ing her produce the document f o r  her own use. 

I n  a d d i t i o n ,  non-OVR employees have access t o  the  records room. 

Representat ives from Soc ia l  S e c u r i t y ,  the S t a t e  Board o f  Funeral  

D i r e c t o r s  and Embalmers, the American Cancer Soc ie t y  and the DHS B i r t h  

Defects  Mon i t o r i ng  Program a re  a l  lowed t o  review speci  f  i c  records and 

o b t a i n  cop ies .  

Access t o  the records room should  be s t r i c t l y  r egu la ted .  For example, 

the Michigan o f f i c e  o f  v i t a l  records uses s t r i c t  d i v i s i o n  o f  labor  t o  

c o n t r o l  access. Al though d u t i e s  a t  A r i z o n a ' s  OVR are norma l l y  

segregated, i t  i s  no t  unusual f o r  s t a f f  t o  per form tasks ou t s i de  o f  t h e i r  

assigned f u n c t i o n  i n c l u d i n g  a l l  jobs necessary t o  produce a  c e r t i f i e d  

record.  According t o  the M ich igan  d i r e c t o r ,  d u t i e s  a re  segregated so 

t ha t  one person cannot search f o r ,  copy, and c e r t i f y  a  record .  

Only employees who a re  s p e c i f i c a l l y  assigned t o  the M ich igan  records room 

are  a l lowed i n  t h a t  a rea .  A r i zona ' s  l i b r a r y  and a r ch i ves  records 

management s p e c i a l i s t  a l s o  recommends t ha t  o n l y  records room s t a f f  be 

a l lowed i n  the records room t o  make c e r t i f i e d  cop ies .  Given the l i m i t e d  

space a t  O V R ,  work ing i n  the records room appears necessary,  bu t  i t  i s  

reasonable t o  r e s t r i c t  access f o r  those who work o u t s i d e  o f  the records 

room. DHS has i n i t i a t e d  b o t h  sho r t -  and long-term p lans  t o  renovate 

OVR's f a c i l i t y .  These p lans  should take OVR's s e c u r i t y  needs i n t o  

cons ide ra t i on .  

RECOWENDATIONS 

1 .  DHS should p rov i de  adequate, secure f a c i l i t i e s  f o r  OVR i n c l u d i n g :  

a. Door and window a larms,  and v ideo cameras i n  the  records room, 

b .  A f u l l y  enclosed basement s torage area w i t h  i n t r u s i o n  alarms 

and a  v ideo  m o n i t o r ,  



c .  A f i r e  suppress ion system app rop r i a t e  f o r  use w i t h  paper 

records ,  

d .  Temperature and hum id i t y  c o n t r o l  i n  the records room, and 

e .  Cons idera t ion  o f  p r o v i s i o n s  f o r  OVR's s e c u r i t y  needs i n  t h e i r  

p lans  f o r  f u t u r e  o f f i c e  renova t ion .  

2 .  OVR should improve c o n t r o l s  over the bank-note q u a l i t y  paper used 

t o  produce c e r t i f i e d  cop ies o f  v i t a l  records by r e c o n c i l i n g  s e r i a l  

numbers f o r  c e r t i f i e d  cop ies  w i t h  the cor responding a p p l i c a t i o n s  

and payments, and the prenumbered copy forms. 

3 .  OVR should a l s o  r e c o n c i l e  the b l ank  forms d i s t r i b u t e d  t o  the l o c a l  

r e g i s t r a r s ,  h o s p i t a l s ,  and mor tua r i es  w i t h  the completed 

c e r t i f i c a t e s  r ece i ved .  

4 .  OVR should l i m i t  nonessen t ia l  s t a f f ' s  access to  the records room 

area t o  records room s t a f f  o n l y .  

5 .  OVR should more s t r i c t l y  segregate o f f i c e  d u t i e s  t o  avo id  enab l ing  

one employee t o  search,  copy, and c e r t i f y  a  record.  



FINDING I1 

OVR CAN IMPROVE 

OPERATIONAL EFFICIENCY AND CUSTOMER SERVICE 

The O f f i c e  o f  V i t a l  Records cou ld  improve e f f i c i e n c y  and customer 

se r v i ce .  By more f u l l y  u t i  I  i z i n g  i t s  computer system, OVR cou ld :  

1 )  process record requests  f a s t e r  and f r e e  s t a f f  t o  per fo rm o the r  d u t i e s ,  

and 2) increase customer s a t i s f a c t i o n  by improving turnaround t ime.  

Turnaround t ime f o r  m a i l - i n  requests  cou ld  a l s o  be improved by 

e l i m i n a t i n g  OVR's p o l i c y  o f  h o l d i n g  persona! checks f o r  20 days. 

F u l l  B e n e f i t s  o f  OVR's In-House Computer 
Are Not Being U t i l i z e d  

OVR i s  not  making e f f i c i e n t  use o f  i t s  computer ized records system. 

Al though the agency developed an in-house computer t o  f a c i l i t a t e  a  more 

t ime l y  and e f f i c i e n t  records s to rage  and r e t r i e v a l  system, the computer 

i s  c u r r e n t l y  u n d e r u t i l i z e d .  

Computer system developed t o  inc rease  e f f i c i e n c y  - OVR developed and 

p a r t i a l l y  implemented an in-house computer system t o  f a c i l i t a t e  e f f i c i e n t  

opera t ions  and o f f s e t  increased work loads.  Increased workloads have made 

t ime l y  and e f f i c i e n t  s e r v i c e  more d i f f i c u l t  f o r  the  agency t o  ach ieve .  

For example, OVR's incoming m a i l  has increased approx imate ly  34 pe rcen t ,  

and the number o f  c e r t i f i e d  records issued has increased approx imate ly  26 

percent  s ince  f i s c a l  year 1985, w h i l e  s t a f f i n g  has remained r e l a t i v e l y  

cons tan t .  To compensate f o r  i nc reas ing  demands, OVR developed and 

p a r t i a l l y  implemented the V i t a l  Records System i n  January 1989 a t  a  cos t  

o f  $372,000.'" To fund t h i s  system, DHS had t o  d i v e r t  funds from 

( 1 )  B i r t h  records f o r  persons born i n  A r i zona  from 1950 t o  t h e  p resen t  a r e  on t h e  

system. Data e n t r y  forms d i d  n o t  r e q u i r e  a i l  necessary i n f o r m a t i o n  f rom t h e  

o r i g i n a l  c e r t i f i c a t e  t o  be i n c l u d e d  on t h e  computer form when t h e  f i r s t  reco rds  
(1973-1982) were o r i g i n a l l y  e n t e r e d  i n t o  t h e  system. T h i s  p reven ts  OVR f rom 

p roduc ing  usab le  cop ies  f o r  those years.  The d a t a  e n t r y  forms have s i n c e  been 

changed, and complete records  f o r  1973 through 1982 a r e  b e i n g  en te red  i n t o  t h e  
system as t ime  p e r m i t s .  Death records  a r e  n o t  on t h e  system, and p lans  t o  complete 

t h e  system have s t a l l e d  due t o  t h e  l a c k  o f  fund ing .  



i t s  automat ion g roup ' s  ope ra t i ng  budget.  The o f f i c e  j u s t i f i e d  the 

expense by a s s e r t i n g  t h a t  an automated system was necessary t o  prevent 

" i n t o l e r a b l e  de lays  i n  access ing v i t a l  records ,  decreas ing se rv i ce  

l e v e l s ,  and . . .  increased compla in ts . "  

The computer system i s  u n d e r u t i l i z e d  - Desp i te  the agency 's  investment,  

OVR i s  no t  f u l l y  u t i  l i z i n g  the computer system. C u r r e n t l y ,  the vast 

m a j o r i t y  o f  c e r t i f i e d  records s o l d  by OVR a re  s t i l l  produced by the o l de r  

and slower method o f  photocopy ing o r i g i n a l  records.  Our a n a l y s i s  showed 

t h a t  the agency issues f i v e  t imes more c e r t i f i e d  photocopies than 

c e r t i f i e d  computer cop ies .  I f  i t s  computer technology were f u l l y  

u t i l i z e d ,  many more c e r t i f i e d  computer cop ies cou ld  be so ld .  C u r r e n t l y ,  

54  percent  o f  a l l  b i r t h  records a re  on the system and can be used t o  make 

c e r t i f i e d  computer cop ies .  

The la rge  number o f  photocopies issued i s  due t o  the agency's p o l i c y  o f  

p r o v i d i n g  persons an o p t i o n  o f  purchas ing e i t h e r  c e r t i f i e d  photocopies o r  

c e r t i f i e d  computer records .  Al though few people who purchase records a re  

aware they have an o p t i o n  u n t i l  informed by OVR,  our a u d i t  work i nd i ca tes  

many customers tend t o  choose photocopies l a r g e l y  because o f  confus ion 

regard ing the lega l  va lue  o f  computer records.  However, t h i s  

concern i s  unnecessary because c e r t i f i e d  computer cop ies have the same 

lega l  va lue as c e r t i f i e d  photocopies.  I n  f a c t ,  more and more S ta te  

agencies nat ionwide a re  i nc reas ing  t h e i r  r e l i a n c e  on computer technology.  

OVR has a t  t imes added t o  the confus ion over the l ega l  va lue o f  computer 

records by m is represen t ing  the records '  wor th  t o  the p u b l i c .  We observed 

OVR counter  s t a f f  ask ing  customers i f  they wanted " t h e  c e r t i f i e d  copy or  

the computer copy,"  imp ly ing  t ha t  the computer records were pJ 

c e r t i f i e d .  We a l s o  observed counter  s t a f f  e r roneous ly  t e l l i n g  customers 

tha t  the Soc ia l  S e c u r i t y  Adm in i s t r a t i on  m igh t  no t  accept 

computer-generated records .  

( ' )  A customer survey showed o n l y  10 pe rcen t  o f  t h e  m a i l - i n  customers and 16 p e r c e n t  o f  

t h e  over- the-counter  customers were aware t h a t  such an o p t i o n  e x i s t e d .  



F u l l  U t i l i z a t i o n  o f  Computer Technology 
Would Resul t  i n  Greate r  E f f i c i e n c y  

Complete u t i l i z a t i o n  o f  computer technology would increase agency 

e f f i c i e n c y .  OVR cou ld :  1 )  process records f a s t e r  and f r e e  s t a f f  t o  

per form other d u t i e s ,  and 2 )  improve customer se r v i ce  by f u l  l y  u t i  l i z i n g  

i t s  computer technology. '" 

More e f f i c i e n t  records  p rocess ing  - Ful  l e r  u t i  l i z a t i o n  o f  the V i t a l  

Records System would r e s u l t  i n  f a s t e r  record p rocess ing .  Our o f f i c e  

performed a l i m i t e d  t ime and mot ion  s tudy t o  determine the  t ime requ i r ed  

t o  produce photocopied records versus computer-generated records .  We 

found c e r t i f i e d  photocopies take up t o  one - t h i r d  longer t o  produce than 

computer-generated records  because s t a f f  need t ime t o  manual ly  r e t r i e v e  

o r i g i n a l  records and photocopy them. These a c t i v i t i e s ,  and the t ime 

requ i red  t o  per form them, a re  avoided w i t h  the computer. 

Overa l l  improvements i n  process ing e f f i c i e n c y  may be even g rea te r  than 

our study i nd i ca ted .  S tud ies  by V i r g i n i a ' s  v i t a l  records o f f i c e  

determined tha t  p rocess ing  records by computer i s  f i v e  t imes f a s t e r  than 

photocopy i ng . ( 2 )  

I n  a d d i t i o n ,  g rea te r  r e l i a n c e  on computer process ing would f r e e  s t a f f  t o  

address other  b o t t l e n e c k s  i n  p rocess ing .  Producing photocopied records 

i s  a  labor i n t e n s i v e  a c t i v i t y .  C u r r e n t l y ,  fou r  f u l l - t i m e  employees a re  

assigned to  t h i s  a c t i v i t y .  I f  photocopying were s i g n i f i c a n t l y  reduced, 

some s t a f f  i n vo l ved  i n  records r e t r i e v a l  and photocopy ing a c t i v i t i e s  

cou ld  be reassigned t o  o the r  f unc t i ons  where s t a f f  a re  needed. Record 

requests sent by m a i l ,  f o r  example, t y p i c a l l y  remain unopened f o r  th ree  

days because s t a f f  a re  unava i l ab l e  t o  beg in  p rocess ing .  F u l l  u t i l i z a t i o n  

o f  i t s  computer c a p a b i l i t y  would g i v e  OVR g rea te r  f l e x i b i l i t y  i n  

deploy ing s t a f f  t o  these k i n d s  o f  a c t i v i t i e s ,  r e s u l t i n g  i n  more e f f i c i e n t  

process ing.  

( 1 )  I n  a d d i t i o n  t o  more e f f i c i e n t  p rocess ing ,  use o f  computer techno logy  would h e l p  

p r o t e c t  o r i g i n a l  reco rds  from wear r e s u l t i n g  f rom photocopying.  Cur ren t1  y, some 

records must be c u t  o u t  o f  l edgers ,  copied,  and taped back i n  p lace .  

( 2 )  Vi r g i  n i a  may o b t a i n  g r e a t e r  benef i t s ,  however, because o f  a more s o p h i s t i c a t e d  

computer system. 



Computer technology and customer s e r v i c e  - More e f f i c i e n t  record  

process ing through increased automat ion  cou I d  improve customer 

s a t i s f a c t i o n .  I n  response t o  a  customer survey,  a  s i g n i f i c a n t  number o f  

people expressed d i s s a t i s f a c t i o n  w i t h  OVR t i m e l i n e s s  i n  f u l f i l l i n g  record 

requests.  

We conducted a survey o f  238 customers which showed t h a t ,  o v e r a l l ,  26 

percent o f  the over- the-counter customers surveyed were unhappy w i  t h  the 

agency's t i m e l i n e s s  i n  f u l f i l l i n g  record reques ts .  Analyz ing these 

r e s u l t s ,  we found t h a t  the degree o f  d i s s a t i s f a c t i o n  rose as people 

wai ted more than a ha l f - hou r  t o  complete t h e i r  bus iness.  F u r t h e r ,  we 

found t ha t  surveyed customers who purchased c e r t i f i e d  photocopies tended 

t o  wa i t  longer than those purchas ing c e r t i f i e d  computer records.  

. Increased use o f  'automat ion cou ld  a l s o  speed process ing f o r  m a i l - i n  

requests.  A survey o f  145 m a i l - i n  customers showed almost 33 percent  

were d isp leased  wi?h the t i m e l i n e s s  o f  OVR's m a i l - i n  s e r v i c e .  A rev iew 

o f  OVR f i l e s  showed process ing t ime f o r  m a i l - i n  requests  averaged over 15 

days. Greater r e l i a n c e  on the computer cou ld  reduce t h i s  

process ing t ime.  As noted p r e v i o u s l y ,  m a i l - i n  requests  t y p i c a l l y  a re  not  

opened f o r  th ree  o r  more days because s t a f f  a re  no t  a v a i l a b l e  t o  beg in  

process ing.  More f requent  use o f  the computer would f r e e  s t a f f  t o  

address t h i s  and a t h e r  process ing de lays .  

Customer Se rv i ce  Could Be Improved 
I f  OVR Changed I t s  Check-Handling Procedure 

Turnaround t ime,  and consequent ly customer s a t i s f a c t i o n  f o r  m a i l - i n  

requests,  cou ld  be f u r t h e r  improved i f  OVR changed i t s  check-handl ing 

procedure.  Under the cu r ren t  procedure,  any m a i l - i n  request accompanied 

by a  personal  check (and l ack i ng  a copy o f  a  check guarantee ca rd )  i s  

he ld  f o r  20 days by OVR t o  a l l o w  t ime f o r  the check t o  c l e a r  the bank. 

( ' 1  OVR's turnaround t ime  f o r  mai 1- i  n reques ts  has improved s u b s t a n t i a l 1  y  s i n c e  January 
1989, when i t  was f o u r  weeks. However, t h e  c u r r e n t  two-week turnaround t i m e  i s  
s t i l l  cons idered m a r g i n a l .  Accord ing  t o  an o f f i c i a l  o f  t h e  Na t iona l  Center  f o r  
H e a l t h  S t a t i s t i c s  (NCHS), a  turnaround t ime  o f  g r e a t e r  than  two weeks i s  cons idered 
substandard. 



Th i s  has a s i g n i f i c a n t  impact on turnaround.  Whi le average turnaround 

f o r  mai I - i n  requests i s  15 days overa l  I ,  turnaround t ime f o r  requests i n  

which customers pay by check i s  36 days - i n c l u d i n g  the 20-day de lay .  

I n  order  t o  process a check, i t  must c l e a r  the bank, be processed by the 

S t a t e  T reasure r ' s  o f f i c e ,  and, i f  the re  i s  a  problem, be re tu rned  t o  

OVR. Th i s  process can take up t o  20 days. The Ass i s t an t  S t a t e  R e g i s t r a r  

ma in ta ins  tha t  the 20-day check-ho ld ing p o l i c y  has s u b s t a n t i a l l y  reduced 

the number o f  checks re tu rned  f o r  n o n s u f f i c i e n t  funds (NSF). However, 

f i g u r e s  a re  no t  avai  l a b l e  from OVR on the  percentage o f  NSF checks. 

OVR should t r ack  the amount o f  checks re tu rned  NSF i n  o rde r  t o  b e t t e r  

i d e n t i f y  the s i z e  o f  the problem. I f  they f i n d  t h a t  the number j u s t i f i e s  

the 20-day checkhold,  they should cons ider  adopt ing the procedure 

employed by A r i zona ' s  Motor Veh ic le  D i v i s i o n  (MVD). MVD processes a l l  

check payments immediate ly .  I f  a  check i s  re tu rned ,  MVD arranges f o r  the 

app rop r i a t e  bank t o  h o l d  the bad check u n t i  l  money s u f f i c i e n t  t o  cover 

the fee i s  depos i ted i n t o  the account .  A t  t h a t  t ime ,  the bank issues MVD 

a c a s h i e r ' s  check f o r  the amount owed, p l u s  any pena l t y  fee assessed by 

the agency. Th is  procedure,  i f  adopted by OVR,  would e l i m i n a t e  de lays 

resu l t i ng from checkho l  ds.  

A s t a t u t o r y  amendment w i l l  be necessary f o r  OVR t o  implement t h i s  

procedure.  A.R.S. 528-1599.38 a l l ows  MVD t o  i n i t i a t e  the a c t i o n  

descr ibed  above. DHS w i l l  need t o  ask the L e g i s l a t u r e  t o  p rov i de  OVR 

w i t h  s imi l a r  a u t h o r i t y .  

RECOWENDAT I ONS 

1 .  OVR should i n s t r u c t  i t s  s t a f f  on the lega l  va lue  o f  computer records 

and r o u t i n e l y  issue these records i n  cases where the d a t a  from the 

o r i g i n a l  record  i s  con ta ined  on i t s  automated records system. OVR 

cou ld  cont inue t o  issue photocopied records t o  persons s p e c i f i c a l l y  

request ing them. 



2 .  OVR should  t r a c k  processed checks t o  determine the percentage o f  

checks re tu rned  NSF. 

3 .  I f  OVR f i n d s  t h a t  the number o f  checks r e t u r n e d  NSF war ran ts  a  

checkhold,  OVR should  cons ide r  u s i n g  MVD's procedure.  I f  t h i s  i s  

needed, OVR should  request t h e  a p p r o p r i a t e  l e g i s l a t i o n .  



FINDING I l l  

OVR SHOULD ENLARGE ITS WAITING AREA 

TO IMPROVE SERVICE TO THE PUBLIC 

OVR's customer w a i t i n g  a r e a  i s  no t  adequate t o  serve the p u b l i c .  The 

w a i t i n g  a rea  i s  no t  des igned t o  accommodate the number o f  peop le  u s i n g  i t  

each day,  and t h i s  leads t o  customer d i s s a t i s f a c t i o n .  DHS' c u r r e n t  p l a n  

f o r  improv ing the f a c i l i t y  shou ld  be m o d i f i e d  t o  p r o v i d e  enlargement o f  

the w a i t i n g  area.  

C u r r e n t  Lobby S i t u a t i o n  
I s  Inadequate 

OVR's w a i t i n g  area i s  too  sma l l  t o  serve the  needs o f  the p u b l i c .  OVR has 

been l o c a t e d  a t  the Department o f  H e a l t h  S e r v i c e s  b u i l d i n g  s i n c e  1974. A t  

t h a t  t i m e ,  OVR's l e v e l  o f  s e r v i c e  was approx ima te ly  o n e - f o u r t h  o f  i t s  

p resen t  l e v e l .  A space management s p e c i a l i s t  e s t i m a t e s  t h a t  up t o  f o u r  

t imes more people use the  w a i t i n g  a rea  each day than the  a l l o c a t e d  space 

c o m f o r t a b l y  a l l o w s .  The poor  w a i t i n g  a r e a  s i t u a t i o n  r e s u l t s  i n  i n f e r i o r  

s e r v i c e  t o  the pub1 i c .  

OVR does no t  have an adequate w a i t i n g  a rea  t o  serve i t s  p u b l i c .  Over 200 

peop le  a r e  served a t  OVR's coun te r  each day.  Accompanied by f r i e n d s  o r  

f a m i l y  members, the  t o t a l  number who e n t e r  the  w a i t i n g  area averages 400 

peop le  a day. I n  the  m i d d l e  o f  the day, we observed between 30 and 50 

peop le  i n  the lobby a r e a  a t  one t ime .  A t  one p o i n t ,  we counted 56 

peop le .  Since the w a i t i n g  room i s  o n l y  12 f e e t  by  22 f e e t ,  t h i s  s i t u a t i o n  

r e s u l t s  i n  cramped space, l ack  o f  adequate t a b l e  space on which customers 

can f i l l  ou t  a p p l i c a t i o n s ,  and poor f l o w  o f  customers i n  and o u t  o f  the  

a rea .  D u r i n g  busy t imes ,  some persons w a i t  o u t s i d e  the b u i l d i n g  ( o f t e n  i n  

the h e a t )  f o r  up t o  an hour .  

A Department o f  A d m i n i s t r a t i o n  space management s p e c i a l i s t  determined t h a t  

OVR's customer w a i t i n g  a r e a  i s  too smal l  t o  serve i t s  customers and t h a t  



i t  should be en la rged .  The space management s p e c i a l i s t  analyzed the 

dimensions o f  the w a i t i n g  area and concluded t ha t  the  maximum number o f  

people there a t  one t ime should no t  exceed 15 .  He a l s o  noted t h a t  the 

setup o f  the room i s  con fus ing  and does not  s u i t  the  needs o f  the 

customers. The s p e c i a l i s t  s a i d  t h a t  the area should be a t  l eas t  tw i ce  i t s  

cu r ren t  s i ze  and recommends t h a t  OVR en la rge  i t  i n  two d i r e c t i o n s .  He 

recommends moving back the counter w a l l  and the  a rea ' s  r ea r  w a l l .  

According t o  the survey we conducted o f  OVR customers, the  p u b l i c  i s  not 

s a t i s f i e d  w i t h  the present  w a i t i n g  area. For ty- two percent  o f  those 

surveyed f e l t  t h a t  the lobby was e i t h e r  poor or  ve r y  poor ,  and many 

prov ided a d d i t i o n a l  comments on the lobby s i z e  and crowded c o n d i t i o n s  they 

experienced. 

OVR Shou l d I nc l ude Lobby Expans i on 
i n  I t s  Plans t o  Enla rge  the  O f f i c e  

DHS i s  p lanning t o  mod i fy  i t s  b u i l d i n g  t o  p rov ide  more space f o r  OVR.  

However, DHS' c u r r e n t  p l an  f o r  f a c i l i t y  improvements inc ludes  no 

p rov i s i ons  f o r  w a i t i n g  area expansion. The p l a n ,  which has been approved 

and g iven p a r t i a l  fund ing  by the L e g i s l a t u r e ,  i nvo lves  moving the d i v i s i o n  

t ha t  i s  p resen t l y  ad jacent  t o  OVR u p s t a i r s  and expanding OVR's space. 

However, the p l a n  inc ludes  o n l y  increases i n  o f f i c e  space, no t  an 

expansion o f  the w a i t i n g  area.  

DHS should ad jus t  i t s  p l a n  t o  a l  low more room fo r  the lobby area.  Because 

the DHS p lan  has y e t  t o  be f u l l y  f inanced and c o n s t r u c t i o n  p lans  a re  not 

f i n a l ,  OVR should rearrange the expansion des ign t o  i nc l ude  increases i n  

the w a i t i n g  area space. M o d i f i c a t i o n s  should i nc l ude  more a rea  f o r  

customers t o  f i l l  ou t  a p p l i c a t i o n s ,  and an organized a rea  i n  which people 

can bo th  wa i t  t o  be served and w a i t  t o  p i c k  up c e r t i f i e d  cop ies .  DHS i s  

a l s o  developing f u t u r e  p lans  f o r  a d d i t i o n a l  f a c i  l i t  i e s  and should  cons ider  

OVR lobby requirements when des ign ing  those f a c i l i t i e s .  

RECOWENDAT I ONS 

1.  DHS should mod i fy  i t s  cu r ren t  p lans  f o r  expanding OVR's f a c i  l i t  i es  t o  

inc lude lobby enlargement.  



AREAS FOR FURTHER AUDIT WORK 

Dur ing the course o f  our a u d i t  we i d e n t i f i e d  two p o t e n t i a l  issues t h a t  we 

were unable t o  pursue because o f  t ime c o n s t r a i n t s .  

e Should OVR use m i c r o f i l m  t o  supplement i t s  computer system? 

Although OVR has computer ized approx imate ly  54 percent  o f  i t s  b i r t h  

records,  many paper records w i l l  be i n  use f o r  the foreseeable  f u t u r e .  

OVR p lans t o  computer ize a l l  o f  i t s  v i t a l  records when funds a re  

a v a i l a b l e .  However, because o f  the cos t  i nvo l ved ,  m i c r o f i l m  technology 

may be a  more cost  e f f e c t i v e  a l t e r n a t i v e  i n  some cases, p a r t i c u l a r l y  f o r  

death records which a re  accessed much less  f r e q u e n t l y  than b i r t h  records .  

OVR at tempted to  use m i c r o f i  l m  technology i n  the e a r l y  1970s bu t  was no t  

s a t i s f i e d  w i t h  the r e s u l t s .  Fu r t he r  a u d i t  work i s  needed t o :  1 )  i d e n t i f y  

m i c ro f  i  Im  systems c u r r e n t l y  ava i  I a b l e ,  2 )  eva lua te  OVR's p rev ious  

exper ience w i t h  m i c r o f i l m ,  and 3 )  determine whether m i c r o f i l m  o f f e r s  an 

e f f e c t i v e  a l t e r n a t i v e  t o  complete compute r i za t ion  o f  A r i z o n a ' s  v i t a l  

records.  

a Does OVR need a d d i t i o n a l  p o s i t i o n s  t o  work w i t h  l oca l  v i t a l  records 

a d m i n i s t r a t o r s ,  h o s p i t a l s ,  and mor tuar ies?  

OVR c u r r e n t l y  r e l i e s  e x t e n s i v e l y  on l oca l  r e g i s t r a r s ,  h o s p i t a l s ,  and 

mor tuar ies  t o  i n i t i a t e  paperwork needed t o  c r e a t e  b i r t h  and death 

c e r t i f i c a t e s .  However, OVR has no s t a f f  s p e c i f i c a l l y  a v a i l a b l e  t o  deal  

w i t h  the va r i ous  l oca l  p a r t i c i p a n t s .  A l l  t r a i n i n g  and ass is tance  i s  

prov ided by the Ass i s t an t  S t a t e  R e g i s t r a r .  Other s t a t e s  such as Texas and 

Michigan have s t a f f  assigned f u l l - t i m e  t o  f i e l d  r ep resen ta t i ve  p o s i t i o n s .  

According t o  the Ass i s t an t  S t a t e  R e g i s t r a r ,  f i e l d  r ep resen ta t i ves  a re  

needed t o  reduce e r r o r  r a tes  and t r a i n  loca l  s t a f f .  They cou ld  a l s o  be 

used t o  s t reng then  s e c u r i t y  a t  the  l oca l  l e v e l .  Fu r t he r  a u d i t  work i s  

needed t o  determine:  1 )  the l oca l  e r r o r  r a t e ,  2 )  the  l oca l  r e g i s t r a r s '  

knowledge o f  the proper procedures invo lved  w i t h  p rocess ing  v i t a l  records ,  

and whether they a re  adequately t r a i n e d ,  and 3 )  whether a d d i t i o n a l  OVR 

s t a f f  would be needed t o  address these p o t e n t i a l  problems. 



ARIZONA DEPARTMENT OF HEALTH SERVICES 
Office of  the Director 

R O S E  M O F F O R D .  ( ;OVERNOR 
T E D  W I L L I A M S .  D I R E C T O R  September 20, 1989 

Mr. Douglas R. Norton 
Auditor General  
2700 N. Cent ra l ,  Suite 700 
Phoenix, AZ 85004 

Dear Mr. Norton: 

This is in response t o  your revised draf t  audit report  for the  Office of Vital Records. 

In review I find tha t  most of our a r eas  of concern have been addressed; however, t h e  
following st i l l  requires at tent ion:  

1. In our f i rs t  response we  advised you tha t  on page 10 the  employee case history, a s  
s t a t ed ,  was reversed. It has not been corrected. The event  described as occurring in 
January 1987, actual ly occurred in December 1988, and the  event  described a s  
occurring in December 1988, actually occurred in January 1987. * 

2. On page 11, re ference  is still  made t o  "several government officials from outside of 
OVR as well as a representat ive from a nonprofit organization were  authorized t o  
review records and obtain copies." I believe this s t a t emen t  is misleading and suggest 
i t  be  s t a t ed  tha t  requests for  access  from Social Security, t h e  S t a t e  Board of Funeral  
Directors  and Embalmers, t he  American Cancer Society, and t h e  DHS Birth Defec t s  
Monitoring Program were  approved, and they a r e  allowed, under supervision, t o  
review specific records and receive copies for same. * 

3. The f i f th  recommendation on page 12 still  implies t h a t  duties within t h e  of f ice  aren't  
segregated;  however, as we  discussed, these duties a r e  separa te  and distinct.  Cross 
training (which is necessary in any office) would give various employees t h e  
knowledge and, therefore,  t h e  ability t o  search, copy and cer t i fy  a record. 

In conclusion, thank you once again for  t he  opportunity t o  provide comments  on t h e  Vital 
Records audi t  report. 

Sincerely, 

Ted Williams 
Director 

TW:Jl *Auditor's Note: Text has been corrected as suggested. 
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