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DEBRA K. DAVENPORT, CPA 
 AUDITOR GENERAL 

STATE OF ARIZONA 
OFFICE OF THE 

AUDITOR GENERAL WILLIAM THOMSON 
 DEPUTY AUDITOR GENERAL 

September 18, 2007 
 
 
 
Gale Garriott, Director 
Arizona Department of Revenue  
1600 West Monroe Street 
Phoenix, AZ  85007-2650 
 
Dear Mr. Garriott: 
 
In planning and conducting our audit of the State of Arizona for the year ended June 30, 2006, we considered 
the Department of Revenue’s internal controls over financial reporting and tested its compliance with laws and 
regulations that could have a direct and material effect on the State’s financial statements as required by 
Government Auditing Standards. 
 
Specifically, we performed tests of cash receipts and distributions of individual, withholding, corporate, 
transaction privilege, use, excise, tobacco, and liquor taxes; unclaimed property; taxes receivable; tax refunds; 
tax refunds payable; due to local governments; payroll; transfers; and capital assets.  
 
All audit findings that are required to be reported in the Government Auditing Standards Report on Internal 
Control over Financial Reporting and on Compliance and Other Matters have been included in the State of 
Arizona’s Single Audit Reporting Package for the year ended June 30, 2006, and have been communicated to 
your staff. In addition, our audit disclosed internal control weaknesses that do not meet the reporting criteria. 
Management should correct these deficiencies to ensure that it fulfills its responsibility to establish and maintain 
adequate internal controls. Our recommendations are described in the accompanying summary. 
 
Also, certain information came to our attention that has not been included in this report because of its sensitive 
nature. This information has already been provided to you. 
 
This letter is intended solely for the information of the Department of Revenue and is not intended to be and 
should not be used by anyone other than the specified party. However, this letter is a matter of public record, 
and its distribution is not limited.  
 
Should you have any questions concerning its contents, please let us know. 
 

Sincerely, 
 
 
 
Dennis L. Mattheisen, CPA 
Financial Audit Director 
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The Department should accurately maintain
adjusted taxpayer accounts 

The Department uses a computerized information system, Business Reengineering
Integrated Tax System (BRITS), to process tax collections and to store critical
taxpayer information. As such, it is vital that the Department ensures that BRITS
accurately maintains taxpayer accounts. However, adjusted taxpayer accounts were
not always recorded accurately in BRITS as a result of system limitations. For
example, one adjusted return and payment transfer had inconsistent effective dates
assigned by BRITS, resulting in the appearance of a taxpayer overpayment. In
addition, several transactions were adjusted to accurately reflect taxpayer liabilities;
however, the balances presented by BRITS were still incorrect. 

To help ensure the Department accurately maintains taxpayer accounts in BRITS, the
Department should:

• Require employees to verify that each adjustment to taxpayer accounts results
in the correct balance reported in BRITS. Employees should investigate and
correct all differences. 

• Identify all transactions that have been previously adjusted, but are still
inaccurately reported in BRITS. These transactions should be reviewed and
corrected.

• Investigate and implement system corrections that will allow adjustments to be
accurately reported in BRITS.

The Department should adequately plan to
administer its new tax system

In 2002, the Department contracted with an outside vendor to develop an integrated
tax system—BRITS. Throughout implementation, the vendor also provided system
support and maintenance. Since the Department’s information technology staff will
be responsible for administering the system when the contract ends, department
management should ensure that they have adequately planned for the management,
support, and maintenance of its new system. Although some divisions within the
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Department had implemented transition plans, management did not complete a
thorough analysis of the requirements, including technologies needed to support the
system, nor did they determine if necessary resources were available. In addition, the
Department had not examined the potential need for continuing vendor support.
Continued reliance on the vendor to run and monitor its own system could result in
increased costs. 

In order to ensure that the Department has adequately planned to administer its new
tax system, department management should conduct a thorough analysis to identify
the requirements, including technologies and resources needed to support the
system. In addition, any external support determined necessary by the Department
should be obtained in accordance with the State’s procurement policies. 

The Department should establish policies and
procedures to ensure the completeness of e-file
data transfers

Taxpayers have the option of filing their annual individual income tax returns and
payments electronically. This process is known as e-file. The Department receives the
e-file transactions and stores them on a server prior to being recorded onto the
Department’s system. However, the Department did not have adequate internal
controls in place to ensure the completeness of e-file transactions recorded on the
Department’s system. Failure to reconcile the total number of transactions recorded
on the Department’s system could result in missing e-file transactions and inaccurate
taxpayer accounts.

To ensure that e-file data transfers are complete, the Department should develop and
implement policies and procedures to ensure that all transactions received and
stored on the server are reconciled to the transactions recorded on the Department’s
system. The reconciliation should be reviewed and approved by a supervisor, and all
differences should be investigated and resolved.

The Department should ensure data entry
vendors have appropriate security measures to
secure sensitive taxpayer information

The Department is responsible for receiving and recording tax returns from Arizona
taxpayers. To meet the demands of inputting tax returns, the Department utilizes
vendors to perform data entry services. Tax returns input by vendors are transmitted
and retrieved electronically by the Department using a secure file transfer protocol
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process. As tax returns contain confidential data, it is critical that sensitive transaction
data is securely maintained at all times. However, the Department did not have
policies and procedures in place to ensure the data entry vendors used the
appropriate security measures to secure sensitive taxpayer data.

To help ensure that all confidential taxpayer information maintained by the data entry
vendors is secure and to help prevent sensitive taxpayer data from being
compromised, the Department should establish and follow policies and procedures
to verify that the data entry vendors have effective internal controls in place to
securely process and protect sensitive taxpayer data. To determine whether controls
have been placed in operation and are operating effectively, the Department should
have information technology employees ensure that the data entry vendors have
appropriate security measures in place and are in compliance with the data
protection contract provisions, and that all vendor security updates are kept current.

The Department should improve controls over
retention of tax returns

Throughout the year, taxpayers submit tax returns and payments to the Department
for various taxes, including sales, income, and luxury taxes. These returns are
entered onto the Department’s tax systems as they are received and the original
returns are filed. It is vital that the Department maintain the original tax returns to
support the accuracy of amounts collected as well as amounts due from taxpayers.
However, the Department could not always locate original tax returns.

To help ensure that adequate supporting documentation is maintained, the
Department should:

• Physically limit access to areas where original tax documents are stored to a
minimum number of employees who are responsible for the custody of such
documents. 

• Enforce policies and procedures that require employees to check out and check
in all original tax documents necessary to perform their duties. Review, at least
monthly, all tax documents that are checked out. Any documents that have been
checked out for an extended period of time should be investigated to determine
if the document is still being reviewed.
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The Department should consistently control
change management policies and procedures 

Effective change management policies and procedures are designed to ensure that
required changes to an information technology environment are implemented with
minimal disruptions to operations. To help ensure that an information system
functions as designed, it is essential that modifications to the system are properly
logged, authorized, tested, reviewed, and approved prior to being implemented. The
Department used system investigation requests to track their changes and
implemented policies and procedures requiring that all changes be authorized,
tested, reviewed, and approved. However, the Department did not consistently
monitor and enforce its policies and procedures over change management.
Specifically, auditors noted several system investigation requests were listed as
completed before proper resolution or left open after resolution. 

To help ensure policies and procedures over change management are consistently
followed, the Department should monitor all system investigation requests, ensuring
all requests are consistently logged, authorized, tested, reviewed, and approved
before implementation. 

A similar recommendation was previously provided in our Management Letter to the
Department dated September 6, 2005.

The Department should reconcile income tax
receipts to income tax revenues recorded on the
Arizona Financial Information System (AFIS)

The Department’s management and state officials depend on accurate financial
information so they can fulfill their oversight responsibility, report accurate information
to the public, and ensure that accurate information is reported in the State’s annual
financial report. Reconciling revenues to AFIS allows the Department to resolve any
timing differences and detect errors in a timely manner. However, the Department did
not prepare reconciliations for individual, corporate, and withholding income tax
revenues recorded on its system. As a result, auditors noted that income tax
collections recorded on the Department’s income tax processing system differed
from amounts recorded as income tax revenues on AFIS by approximately $6.3
million. 
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To help ensure that accurate and complete information is recorded on AFIS, the
Department should reconcile total income tax collections recorded on its system to
the amount of income tax revenues recorded on AFIS at least quarterly. The
Department should promptly investigate and resolve differences noted.

A similar recommendation was previously provided in our Management Letter to the
Department dated September 6, 2005.
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