


Response From Arizona State University 

To the Auditor General’s Report on 

Information Technology Security 

 

FINDING 1 

1.  ASU, UA, and NAU should:  

a)  Develop and implement a plan for conducting regular security assessments of their 
Web-based applications.   

RESPONSE:  The finding of the Auditor General is agreed to and the audit 
recommendation will be implemented.  

STATUS:  ASU is actively developing a comprehensive strategy for assessing Web-
based applications.  In addition to collaborating with NAU and UA to deploy a 
common assessment tool set, ASU is leveraging industry standard methodologies for 
assessment around Web development and development in general practices and 
procedures.   

b)  Enhance or develop and implement University-wide standards or procedures for 
updating and maintaining their Web servers.    

RESPONSE: The finding of the Auditor General is agreed to and the audit 
recommendation will be implemented.  

STATUS: ASU has created standards and procedures based on its Web-based 
applications.  Implementation of these standards will be done in conjunction with 
training around secure coding practices.   ASU’s approach is to first create standards 
on the Operating System (OS), all Web browsers, and application servers, to be 
followed by development and maintenance standards for its Web applications and 
Java 2 Platform Enterprise Edition (J2EE) Web applications.  To update and maintain 
Web servers, ASU and UTO will create procedures on best practices to support the 
recommendation. 

c) Establish and implement a set of University-wide standards for developing secure 
Web-based applications.  These standards should encompass all phases of 
development.  

RESPONSE: The finding of the Auditor General is agreed to and the audit 
recommendation will be implemented.  

STATUS: ASU is implementing standards for Secure Software Development 
Lifecycles (SDLC) that will address all Web-based applications.   ASU is focusing its 



initial implementation on its most critical enterprise systems. ASU will then apply 
these same standards University-wide.  

d) Provide guidance and training to Web developers on secure Web-based development 
practices as part of a wider security awareness education and training effort.   

RESPONSE: The finding of the Auditor General is agreed to and the audit 
recommendation will be implemented.  

STATUS: As part of ASU awareness and training, ASU is identifying mandatory 
training collateral that will be useful in training its Web-developer community. This 
material will be generally available beginning in Fall 09.  

e) Work with the Arizona Board of Regents Technology Oversight Committee to 
establish timelines for implementing audit recommendations and regularly report 
their implementation efforts. 

RESPONSE: The finding of the Auditor General is agreed to and the audit 
recommendation will be implemented.  

STATUS:  ASU has and will continue to work with the Arizona Board of Regents 
Technology Oversight Committee to report on all of its technology activities, 
including those related to information security. 

 

FINDING 2 

       1.  ASU, UA, and NAU should: 

a) Seek additional opportunities while implementing their information security programs 
to ensure that their ISOs’ authority is communicated and understood University-wide.  

RESPONSE: The finding of the Auditor General is agreed to and the audit 
recommendation will be implemented.  

STATUS: ASU continues to articulate the role of the ISO through its various 
committees and counsels and the role and responsibilities of the ISO across the 
University.   

b) Take additional steps to establish a University-wide security awareness education and 
training program that is in line with IT standards, including requiring security 
awareness education and training for all users and gearing it toward their functions.     

RESPONSE: The finding of the Auditor General is agreed to and the audit 
recommendation will be implemented.  



STATUS:  ASU has defined and is preparing to implement a University-wide 
awareness and training program.  The “Get Protected” campaign is interactive and 
includes user-specific, mandatory courses on training and awareness education. 

c)  Determine their resource needs for implementing a formal information security 
program.  In doing so, they should assess whether they internally have the resources 
needed to develop and implement their programs, or whether they need to develop a 
request for additional funding.  

RESPONSE: The finding of the Auditor General is agreed to and the audit 
recommendation will be implemented.  

STATUS: ASU initially specified (3) FTEs and has currently filled one of these 
positions.  ASU has also defined a budget for FY09 for resources, systems, 
applications, and awareness and will begin to track and manage expenditures for 
security program efforts.  

d)  Continue to develop and implement plans for monitoring information security        
program compliance.  

RESPONSE: The finding of the Auditor General is agreed to and the audit 
recommendation will be implemented.  

STATUS: ASU’s Information Security Office is engaged with ASU’s Internal Audit 
team to develop and implement a program compliance plan. Over time, this 
responsibility will reside within the ISO’s Office.   

e)  Work with the Arizona Board of Regents Technology Oversight Committee to 
establish timelines for implementing audit recommendations and regularly report 
their implementation efforts. 

RESPONSE: ASU agrees with this finding of the Auditor General and is taking steps 
to implement it. 

STATUS: ASU has and will continue to work with the Arizona Board of Regents 
Technology Oversight Committee to report on all of its technology activities, 
including those related to information security. 

 

2.   ASU should continue its efforts to develop and implement an information security program 
that is in line with IT standards and best practices by: 

a) Obtaining approval for its Information Security Policy and Information Security and 
Privacy Strategic plan, and then disseminating and communicating this policy to all 
appropriate individuals.  



RESPONSE: The finding of the Auditor General is agreed to and the audit 
recommendation will be implemented. 

STATUS: ASU is currently working with various committees and entities within the 
University to obtain approval for its draft Information Security Policy and Privacy 
Strategic plan.   

b) Improving and implementing University-wide data classification procedures that are 
in line with IT standards and best practices, such as creating an inventory.  

RESPONSE: The finding of the Auditor General is agreed to and the audit 
recommendation will be implemented. 

STATUS: ASU has begun a data classification investigation that will identify what 
types of data exist within the University systems and help focus security efforts on the 
most sensitive areas.  In addition, there is an overall standard for data classification 
and management that is currently under review, as well as a set of best practices and 
procedures for protecting data of various classifications.   

c) Obtaining approval for its risk assessment standard and continuing with its plans to 
develop and implement a risk assessment process standard.   

RESPONSE: The finding of the Auditor General is agreed to and the audit 
recommendation will be implemented. 

STATUS:  ASU has completed its initial risk assessment and has developed a 
schedule and plan for future assessments.  ASU’s ISO will leverage the Internal 
Auditing group to provide the initial functionality until the Information Security 
Office has established its own capability.   

d)  Approving and implementing its incident response plan.  

RESPONSE: The finding of the Auditor General is agreed to and the audit 
recommendation will be implemented. 

STATUS: ASU has created and corrected issues within its Incident Response Plan 
and is working to ensure that it is maintained, updated, and evaluated on a consistent 
level.   
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