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March 21, 2018 

The Honorable Anthony Kern, Chair 
Joint Legislative Audit Committee 

The Honorable Bob Worsley, Vice Chair 
Joint Legislative Audit Committee 

Dear Representative Kern and Senator Worsley: 

Our Office has recently completed an initial followup of the Arizona Department of Economic 
Security—Information Technology Security regarding the implementation status of the 34 
audit recommendations (including sub-parts of the recommendations) presented in the 
performance audit report released in April 2017 (Auditor General Report 17-104). As the 
attached grid indicates:  

 26 are in the process of being implemented; and 
   8 have not been implemented.  

Our Office will conduct a 24-month followup with the Department on the status of those 
recommendations that have not yet been fully implemented. 

Sincerely, 

Dale Chapman, Director 
Performance Audit Division 

DC:ka 
Attachment 

cc: Michael Trailor, Director 
Arizona Department of Economic Security 



Arizona Department of Economic Security—Information 
Technology Security 

Auditor General Report 17-104 
Initial Follow-Up Report 
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Finding 1: Department should improve security processes and controls over its IT sys-
tems and data 

1.1 To help ensure vulnerabilities are effectively identi-
fied and addressed, the Department should develop 
and implement written policies and procedures estab-
lishing a formal vulnerability management process. 
Specifically, as part of its vulnerability management 
process, the Department should: 

  

a. Ensure that regular vulnerability scanning occurs 
and is comprehensive, meaning that it includes 
all systems. To do so, the Department will need 
to develop and implement procedures for identi-
fying and creating an inventory of all systems, 
such as with automated tools or software. 

 Implementation in process 
The Department has drafted a written vulnerability 
scanning and remediation plan that establishes a for-
mal vulnerability management process that includes 
weekly comprehensive vulnerability scans. Auditors 
will assess whether the Department is continuing to 
conduct these scans during the next followup.  

b. Include regular, comprehensive vulnerability and 
penetration testing. If the Department chooses to 
continue using contractors to perform this work, it 
should ensure its contractors effectively identify 
vulnerabilities by conducting more frequent, com-
prehensive testing. If the Department will primar-
ily rely on using internal staff for vulnerability and 
penetration testing, the Department will need to 
develop in-house expertise on vulnerability and 
penetration testing, including common attack 
strategies currently used by hackers. For exam-
ple, in addition to formal training, widely used IT 
security sources, such as IT security conferences 
and blogs, contain information on the newest at-
tack methods and defenses. 

 Implementation in process 
During the followup, the Department continued to use 
contractors to perform network assessments and 
penetration testing for several applications. However, 
the Department did not provide documentation to 
show that contractors were conducting more fre-
quent, comprehensive testing. In addition, the Depart-
ment reported that it planned to send two of its IT se-
curity staff to attend formal training on vulnerability 
and penetration testing.  

c. Include a well-defined remediation process. This 
process should identify the specific staff respon-
sible for addressing identified vulnerabilities, in-
cluding the number and type of staff involved; 
specify staff roles and responsibilities related to 
reviewing and addressing detected vulnerabilities 
or formally accepting their associated risks; and 
set specific time frames for completing the reme-
diation process. 

 Implementation in process 
The Department has drafted a written vulnerability 
scanning and remediation plan, but this plan does not 
address the Department’s process for accepting risks 
and does not indicate specific time frames for com-
pleting the remediation process. 
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d. Train appropriate staff on the vulnerability man-
agement process and the supporting policies and 
procedures. 

 Implementation in process 
According to the Department, it hired a contractor to 
provide vulnerability scanning training for department 
staff. However, the Department did not provide infor-
mation on what this training covered or the staff that 
received the training. In addition, this recommenda-
tion cannot be implemented until the Department’s 
vulnerability management process is implemented 
(see explanations for Recommendations 1.1a, b, and 
c). 

1.2 The Department should continue to implement writ-
ten patch management policies and procedures to 
guide its staff and efforts in this area. These written 
policies and procedures should include the following: 

  

a. Identifying and determining the updates that are 
available and whether a software or system up-
date should be applied, including testing and doc-
umenting the effectiveness and potential side ef-
fects of available patches before installation; 

 Implementation in process 
Although the Department has proposed a patching 
strategy that involves testing patches prior to installa-
tion, this strategy does not address all the elements of 
the recommendation including determining whether a 
software or system update should be applied and doc-
umenting the effectiveness and potential side effects 
of available patches before installation. The Depart-
ment did not indicate when its proposed strategy would 
be finalized. 

b. Applying available patches in a timely manner 
and reviewing the updates to ensure they are ef-
fectively applied; and 

 Implementation in process 
The Department has proposed a new patching proce-
dure that includes time frames for testing and apply-
ing patches to help ensure that patches are applied in 
a timely and effective manner. The Department did 
not indicate when its proposed strategy would be fi-
nalized. 

c. Accepting, justifying, and documenting the risk of 
not updating the software or system if there are 
extenuating circumstances, such as older appli-
cations that may not be able to run or will not per-
form properly with the updates applied. 

 Not implemented 
Although the Department has drafted a vulnerability 
scanning and remediation plan, which includes the 
department’s proposed patching strategy, neither the 
plan or the strategy includes a process for accepting, 
justifying, and documenting the risk of not updating 
the software or system if there are extenuating cir-
cumstances.  
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1.3 The Department should continue its efforts to develop 
and implement written policies and procedures for se-
curely configuring its IT systems. These policies and 
procedures should include requirements for: 

  

a. Configuring the Department’s IT systems so that 
they do not provide more functionality than is nec-
essary, including provisions and controls to en-
sure that baseline configurations, which provide 
an agreed-upon set of attributes that serve as a 
basis for information system settings, are devel-
oped and documented for each IT system, as ap-
propriate; 

 Implementation in process 
The Department has developed configuration man-
agement procedures that require configurations to be 
approved, documented, and updated annually. In ad-
dition, to help ensure its baseline configurations were 
appropriate, according to the Department, it used 
contracted security engineers to provide best prac-
tices for these configurations. During the next fol-
lowup, auditors will evaluate whether the Department 
is following its new policy and has configured its IT 
systems so that they do not provide more functionality 
than is necessary. 

b. Developing and documenting specific configura-
tion settings; 

 Implementation in process 
See explanation for Recommendation 1.3a. 

c. Ensuring unique or randomized settings are used 
for critical functionality; and 

 Implementation in process 
The Department reported that it is in the process of 
implementing a solution that will help to ensure that 
randomized settings are used for critical functionality. 

d. Defining the frequency of reviews and of updates 
to configurations. 

 Implementation in process 
See explanation for Recommendation 1.3a. 

1.4 To ensure the access-removal process is properly 
conducted, the Department should develop and im-
plement written policies and procedures for: 

  

a. Reviewing and adjusting, as needed, user access 
and account access privileges periodically, and 
ensure that accounts for terminated employees 
are disabled or removed as soon after the em-
ployee leaves as is practical. 

 Implementation in process 
The Department has developed an information sys-
tems access control policy and associated proce-
dures that require division representatives and man-
agers to immediately notify IT security analysts when 
access requirements change, such as when employ-
ees are terminated. In addition, the procedures re-
quire IT security analysts to review accounts every 90 
days for compliance. Further, the Department is tak-
ing other steps, such as running exception reports to 
identify inappropriate access and automating some 
account disabling processes.  Finally, the Department 
indicated that it is still working on a process to ensure 
all non-full-time employee accounts are removed at 
the end of their contract term. 

b. Establishing requirements and time frames for 
changing service account passwords, and ensure 
that all passwords are changed in accordance 
with its policies. 

 Implementation in process 
The Department is in the process of finalizing its pro-
cedure related to service account passwords. Al-
though the Department did not provide a date for its 
finalization, once this procedure is finalized, the De-
partment reported that it will ensure that service ac-
count passwords are set to automatically expire 
within 90 days.  
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1.5 The Department should develop and implement a 
continuous log-monitoring program that includes writ-
ten policies and procedures for monitoring critical IT 
activities. The Department’s policies and procedures 
should: 

  

a. Describe the IT systems and functions within 
each IT system that should be logged; 

 Implementation in process 
The Department has established an information sys-
tems security audit policy and associated procedures 
that describe the functions within each system that 
should be logged. In addition, according to the De-
partment, it has begun the process of creating secu-
rity plans for each system, and each system security 
plan will also specify the system’s specific logging re-
quirements. The Department did not provide a date 
for when these system security plans will be com-
pleted. 

b. Specify how frequently each log should be moni-
tored; 

 Implementation in process 
Although the Department’s information systems se-
curity audit procedures establish how frequently 
some logs will be reviewed, these procedures also in-
dicate that system security plans should indicate the 
frequency for reviewing and monitoring logs associ-
ated with each specific system. As reported in Rec-
ommendation 1.5a, the Department indicated that it 
had begun the process of developing security plans 
for each system. 

c. Identify who is responsible for ensuring log 
events are captured and reviewing log events on 
a regular basis; 

 Implementation in process 
The Department’s information systems security audit 
procedures indicate that system owners are respon-
sible for ensuring log events are captured and review-
ing and analyzing the audit logs. As reported in Rec-
ommendation 1.5b, although the procedures estab-
lish how frequently some logs will be reviewed, these 
procedures also indicate that system security plans 
should specify the frequency for reviewing and moni-
toring logs associated with each specific system. Ac-
cording to the Department, these system security 
plans are in the process of being developed, but the 
Department did not provide a date for when these 
system security plans will be completed. 

d. Develop standard response actions that should 
be taken for detected events, including informing 
designated personnel of security risks to the De-
partment and for individual information systems; 
and 

 Not implemented 
The Department has not yet developed standard re-
sponse actions that should be taken for detected 
events. The Department indicated that it plans to in-
clude this information in its system security plans that 
it is in the process of developing (see explanation for 
Recommendation 1.5a). 
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e. Include requirements for securely protecting the 
logs and time frames for how long the logs should 
be retained before being deleted. 

 Implementation in process 
The Department’s information systems security audit 
procedures require system owners to specify log pro-
tection protocols in their respective security plans. In 
addition, the procedures also indicate that log records 
should be retained in accordance with existing de-
partment records management and retention policies. 
Further, the Department indicated that it plans to in-
clude requirements for securely protecting the logs 
and time frames for how long the logs should be re-
tained in its system security plans. 

1.6 The Department should develop and implement writ-
ten policies and procedures for developing, securing, 
and testing web-based applications. The Depart-
ment’s policies and procedures should include the fol-
lowing: 

  

a. Gathering security requirements;  Not implemented 
The Department has not developed and implemented 
policies and procedures for developing, securing, and 
testing web-based applications. 

b. Up-to-date secure coding standards or conven-
tions; 

 Not implemented 
See explanation for Recommendation 1.6a. 

c. Threat modeling during development;  Not implemented 
See explanation for Recommendation 1.6a. 

d. Source code review; and  Not implemented 
See explanation for Recommendation 1.6a. 

e. Security testing before releasing a web-based 
application to the live environment. 

 Not implemented 
See explanation for Recommendation 1.6a. 

Finding 2: Department should establish an information security program 

2.1 To help ensure the Department’s IT systems and data 
are sufficiently protected, the Department should es-
tablish a written plan for developing and implementing 
a department-wide information security program. The 
Department’s plan should establish the specific tasks 
required to develop and implement an information se-
curity program, time frames for completion, and per-
sons responsible for completing the specific tasks. 

 Implementation in process 
The Department has established a written information 
security plan dated September 2017. The plan’s pur-
pose is to prescribe a comprehensive framework for 
creating an information security program and protect-
ing department data and systems. This plan and the 
associated information security program policy and 
procedures include specific tasks required to develop 
and implement an information security program and 
generally assign the persons responsible for complet-
ing specific tasks. However, the Department’s plan 
does not always include time frames for the comple-
tion of tasks and in some instances, does not identify 
persons responsible for completing specific tasks.   
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2.2 The Department’s written plan for developing and im-
plementing a department-wide information security 
program should include the following tasks: 

  

a. Developing and implementing department-wide 
IT risk assessment procedures that are con-
sistent with ASET requirements and best prac-
tices, regularly perform department-wide IT risk 
assessments, document the results and potential 
impacts of the identified risks, and use the risk 
assessment results to prioritize its information se-
curity program efforts and address identified 
risks. 

 Implementation in process 
The Department has established a new information 
systems risk assessment policy and is in the process 
of developing the associated procedures. The policy’s 
purpose is to establish the responsibilities, principles, 
and practices for assessing and managing IT-related 
risk at the department. 

b. Further defining information security program au-
thority, roles, and responsibilities, including 
strengthening the CISO’s authority to monitor and 
ensure compliance with the program by including 
this responsibility in its information security pro-
gram policy, and ensuring the roles and respon-
sibilities of any other security staff who will be in-
volved in implementing the information security 
program are clearly defined in its information se-
curity program policy. 

 Implementation in process 
The Department has established a written information 
security plan and an associated policy and proce-
dures that further define some information security 
program authority, roles, and responsibilities and 
strengthens the CISO’s authority to monitor and en-
sure compliance with the program. However, these 
documents do not always clearly define roles and re-
sponsibilities for some specific information security 
program tasks but instead vaguely assign several 
tasks and responsibilities for implementing the infor-
mation security program to the Department or to its 
Division of Technology Services.   

c. Establishing an IT security workforce develop-
ment strategy consistent with best practices, 
such as defining the knowledge and skill levels 
needed to perform job duties, conducting role-
based training programs, and defining standards 
for measuring and building individual qualifica-
tions for employees with IT security-related posi-
tions. 

 Implementation in process 
Although the Department’s information security plan 
includes a section titled “Information Security Work-
force,” the plan does not clearly define the knowledge 
and skill levels needed to perform the job duties for 
all of the Department’s security positions and does 
not clearly define standards for measuring and build-
ing individual qualifications for employees in infor-
mation security-related positions. In addition, al-
though the Department’s security awareness training 
education program policy and procedure require role-
based security training for specific users, this policy 
and procedure do not indicate what training content is 
required for employees in different information secu-
rity-related positions. Finally, as reported in Recom-
mendation 3.1d, the Department is still in the process 
of deploying role-based training to appropriate staff.  
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d. Assessing its resources, such as staffing levels 
and the budget needed to implement the infor-
mation security program, and ensuring that re-
sources are available as needed. For example, 
the Department should ensure that its current re-
sources are being used effectively and efficiently 
and should develop a process to ensure it will 
have sufficient resources to implement and run 
the information security program. In addition, the 
Department should analyze the number and type 
of staffing needed to implement an information 
security program and ensure it has adequate 
staff, whether through reassigning staff, contract-
ing for additional services, or other means. 

 Implementation in process 
The Department is in the process of assessing the 
staffing levels and budget needed to implement its in-
formation security program. For example, department 
personnel assessed the advantages and disad-
vantages of centralizing certain security functions and 
made recommendations for the number of staff 
needed for a centralized IT security team as well as 
the number of staff needed in some divisions. In ad-
dition, the department’s assessment report indicated 
that metrics should be collected to assess staffing lev-
els, resource efficiency, and the effectiveness of pro-
cess improvements made by the centralized security 
team as well as the divisional teams. In addition, it is 
developing a five-year information security projects 
plan. According to the Department, the purpose of the 
plan is to help ensure long range projects are sup-
ported by ample resources. 

e. Establishing a method for regularly communi-
cating the authority, roles, and responsibilities for 
the information security program to department 
staff. 

 Implementation in process 
As of August 2017, the Department has established 
security awareness training and education program 
procedures to increase staff awareness of the infor-
mation security program. In addition, the Department 
has made its information security program policies 
and procedures accessible to department staff 
through its intranet. The CISO has also taken steps to 
regularly email department staff with information 
about security threats, communicate new security 
strategies being implemented, and remind depart-
ment staff about their responsibility to safeguard de-
partment information and systems. However, the De-
partment has not formalized a method to regularly 
communicate specific authorities, roles, and respon-
sibilities for the information security program to de-
partment staff.  

Finding 3: Department should enhance efforts to establish information security policies 
and procedures 

3.1 The Department should ensure that it further devel-
ops and implements information security policies and 
procedures consistent with ASET requirements for 
the areas of data classification, incident response, 
and information security awareness education and 
training. Specifically, the Department should: 

  

a. Develop and implement procedures for its data 
classification process that are consistent with 
ASET requirements, such as protecting the data 
based on its level of risk; for example, whether 
the data is confidential; and developing a data 
classification inventory that is updated regularly; 

 Implementation in process 
The Department updated its data classification policy 
as of December 2016 and has established a corre-
sponding data classification procedure as of August 
2017 that aligns with ASET requirements, including 
protecting data based on its level of risk. In addition,  
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  the Department has established a form that specific 
department staff must complete and update annually 
for each data asset. According to its procedures, the 
Department will use the information from this form to 
populate its information systems inventory that in-
cludes data classification and other information about 
all department IT systems or applications. During the 
next followup, auditors will assess whether these data 
classification forms are completed and updated annu-
ally, and whether the Department is using the infor-
mation to update its data inventory. 

b. Enhance its incident-response-planning policy to 
include an information spillage response, identify 
roles and responsibilities for the incident re-
sponse process, and provide responding individ-
uals with the authority to make critical decisions; 

 Not implemented 
Although the Department revised its incident re-
sponse planning policy as of November 2016, the pol-
icy’s language is largely unchanged from the policy 
auditors reviewed during the audit. Specifically, the 
Department’s policy does not include information spe-
cific to an information spillage response and does not 
provide responding individuals with the authority to 
make critical decisions. However, the policy indicates 
that the Department will develop an incident response 
plan that will include roles and responsibilities for the 
incident response process. The Department did not 
provide a date for when its incident response plan 
would be completed. 

c. Develop and approve a comprehensive incident 
response plan and associated procedures related 
to incident response training, testing, and moni-
toring; and 

 Implementation in process 
The Department has begun drafting an incident re-
sponse plan that will describe the Department’s pro-
cess for responding to computer security incidents. 
Additionally, although the Department has estab-
lished associated incident response planning proce-
dures that address training, testing, and monitoring, 
several sections of the draft incident response plan, 
including the training section, are not yet completed. 
The Department did not provide a date for when its 
incident response plan would be completed.  

d. Improve its information security awareness train-
ing and education program and procedures to en-
sure they are effective and consistent with ASET 
requirements and best practices, such as imple-
menting role-based training based on users’ job 
duties and training for employees to recognize 
and report malicious activities internal to the De-
partment. This training should inform users about 
common methods used by attackers, such as 
phishing emails and practical examples of phish-
ing attacks to foster a more security-focused cul-
ture within the Department. In addition, the De-
partment should simulate attacks to test the train-
ing’s effectiveness and provide additional training 
to individuals who do not appropriately respond 
to simulated attacks. 

 Implementation in process 
The Department is taking steps to improve its infor-
mation security awareness training program. For ex-
ample, it developed procedures that require role-
based security awareness training, and the Depart-
ment reported that it had purchased training modules 
to provide this training. According to the Department, 
it plans to deploy this training for a year to specific 
staff, evaluate it, and then expand it as appropriate. 
The training topics include phishing, social engineer-
ing, and computer security and data protection. Fur-
ther, the Department reported that it has started the 
process of obtaining quotes from vendors to simulate 
phishing attacks and provide analysis to the Depart-
ment on the results of these attacks. According to the 
Department, part of this program will include provid-
ing additional training to individuals who do not appro-
priately respond to simulated attacks. 
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3.2 As the Department creates its written plan for devel-
oping and implementing an information security pro-
gram (see Finding 2, pages 15 through 19), it should 
ensure that its written plan includes a process for ad-
equately developing and implementing all ASET-re-
quired policies and procedures. This process should 
include documenting time frames for completing key 
steps such as developing each written procedure and 
specifying persons responsible for completing spe-
cific tasks, such as developing the procedures, re-
viewing them to ensure consistency with ASET re-
quirements and best practices, and approving the 
policies and procedures. 

 Implementation in process 
The Department’s written plan for developing and im-
plementing an information security program and its 
associated policy and procedures direct the Depart-
ment to establish required policies and procedures. 
The Department’s information security program policy 
requires that its policies be in compliance with ASET 
and other state and federal agency requirements re-
lated to the information the Department stores and 
processes. Although the Department has a structured 
approach for developing, reviewing, publishing, and 
updating its policies and procedures, it has not estab-
lished time frames for developing and implementing 
the required policies and procedures.  

  




